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Description

VE-201

NVD

CVE.ORG

CVE Program / NVD first with legacy fallback

JSON API

-1222

Print: PDF 1)

Cross-site scripting (XSS) vulnerability in Kobe Beauty php-contact-form before 2016-05-18 allows remote attackers to injec

Risk And Classification

Primary CVSS: v3.1 6.1 MEDIUM from nvd@nist.gov

Problem Types: CWE-79 | n/a

Version Source Type
3.1 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

Score Severity
6.1 MEDIUM
4.3

Vector

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/l:L/A:N

AV:N/AC:M/Au:N/C:N/I:P/A:N
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https://cve.report/
https://cve.report/CVE-2016-1222/mitre
https://cve.report/CVE-2016-1222/nist
https://cve.report/CVE-2016-1222/cve_org
https://cve.report/api/cve/CVE-2016-1222.json
https://cve.report/CVE-2016-1222.pdf

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
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CVSS v2.0 Breakdown
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AV:N/AC:M/Au:N/C:N/I:P/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kobe-beauty Php-contact-form All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
jvndb.jvn.jp/jvndb/JVNDB-2016-000070 af854a3a-2127-422

SORYA LRIV TF 1 VT OIREMUFEE ICHS I — E—SMELE - kobebeauty/php-contact-form@e7d094c - GitHub ~ af854a3a-2127-422

JVN#85112513: php-contact-form vulnerable to cross-site scripting af854a3a-2127-422
php-contact-form - A7 U —OPHPSREIL\EHE T+ — A af854a3a-2127-422
CVE Program record CVE.ORG

NVD vulnerability detail NVD

4 |

No vendor comments have been submitted for this CVE.

There are currentlv no leaacv QID mappinas associated with this CVE.


http://cve.report/vendor/kobe-beauty
http://cve.report/software/kobe-beauty/php-contact-form
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://jvndb.jvn.jp/jvndb/JVNDB-2016-000070
https://github.com/kobebeauty/php-contact-form/commit/e7d094ca8ab15215c32d6fa04d17e8519c8d21cf
http://jvn.jp/en/jp/JVN85112513/index.html
http://www.kobe-beauty.co.jp/php-contact-form/
https://www.cve.org/CVERecord?id=CVE-2016-1222
https://nvd.nist.gov/vuln/detail/CVE-2016-1222
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