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CVE CVE-2016-1235
State PUBLISHED
Assigner debian

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-11 15:59:03 UTC
Updated 2026-05-06 22:30:45 UTC
Description The oarsh script in OAR before 2.5.7 allows remote authenticated users of a cluster to obtain sensitive information and pos:

Risk And Classification

Primary CVSS: v3.0 8.8 HIGH from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-264 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 8.8 HIGH CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 9 AV:N/AC:L/Au:S/C:C/I:C/A:C
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Application Oar Project Oar All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source

raw.githubusercontent.com/oar-team/oar/ce77ffed620fdce94881c9b35064507777c24al1c/debian/... af854a3a-2127-422b-91ae-364da26611

Debian -- Security Information -- DSA-3543-1 oar af854a3a-2127-422b-91ae-364da26611
OAR [oar_2.5.7] af854a3a-2127-422b-91ae-364da26611
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currentlv no leaacv QID mappinas associated with this CVE.
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http://cve.report/software/na/n/a
https://raw.githubusercontent.com/oar-team/oar/ce77ffed620fdce94881c9b35064507777c24a1c/debian/patches/004-fix-oarsh-security-issue
http://www.debian.org/security/2016/dsa-3543
http://oar.imag.fr/oar_2.5.7
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