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CVE CVE-2016-1267
State PUBLISHED
Assigner mitre

Published 2016-04-15 14:59:03 UTC

Updated 2026-05-06 22:30:45 UTC

Source Priority CVE Program / NVD first with legacy fallback

Description Race condition in the RPC functionality in Juniper Junos OS before 12.1X44-D55, 12.1X46 before 12.1X46-D40, 12.1X47 k

4 H -l
Risk And Classification

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

Problem Types: CWE-362 | n/a

CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H

Score Severity
6.7 MEDIUM

4.4

Primary CVSS: v3.0 6.7 MEDIUM from nvd@nist.gov

Vector

CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H

AV:L/AC:M/Au:N/C:P/I:P/A:P

CVSS v3.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2016-1267/mitre
https://cve.report/CVE-2016-1267/nist
https://cve.report/CVE-2016-1267/cve_org
https://cve.report/api/cve/CVE-2016-1267.json
https://cve.report/CVE-2016-1267.pdf
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Operating System Juniper Junos 14.1 r3 All All
Operating System Juniper Junos 14.1 r4 All All
Operating System Juniper Junos 141 r5 All All
Operating System Juniper Junos 14.1x53 All All All
Operating System Juniper Junos 14.1x53 d10 All All
Operating System Juniper Junos 14.1x53 di5 All All
Operating System Juniper Junos 14.1x53 d16 All All
Operating System Juniper Junos 14.1x53 d25 All All
Operating System Juniper Junos 14.1x53 d26 All All
Operating System Juniper Junos 14.2 r1 All All
Operating System Juniper Junos 14.2 r2 All All
Operating System Juniper Junos 14.2 r3 All All
Operating System Juniper Junos 15.1 All All All
Operating System Juniper Junos 15.1x49 d10 All All
Operating System Juniper Junos 16.1 All All All
Operating System Juniper Junos All d50 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Juniper Junos RPC Race Condition Lets Local Users Gain Elevated Privileges - Security Tracker
2016-04 Security Bulletin: Junos: Lazy race condition in RPC allows an authenticated user to improperly elevate privileges (CVE-2016-1267) -
CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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