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CVE CVE-2016-1271
State PUBLISHED
Assigner mitre

Published 2016-04-15 14:59:07 UTC

Updated 2026-05-06 22:30:45 UTC

/ |

Source Priority CVE Program / NVD first with legacy fallback

Description Juniper Junos OS before 12.1X46-D45, 12.1X47 before 12.1X47-D30, 12.3 before 12.3R11, 12.3X48 before 12.3X48-D25,

Risk And Classification

Problem Types: CWE-20 | n/a

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Score Severity
7.8 HIGH

7.2

Primary CVSS: v3.0 7.8 HIGH from nvd@nist.gov

Vector

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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References

Vendor

Na

Product

N/a

Version

affected n/a
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Reference

Juniper Junos Command Line Interface Bugs Let Local Users Gain Elevated Privileges - SecurityTracker

Source

af854a3a-2'
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2016-04 Security Bulletin: Junos: Multiple privilege escalation vulnerabilities in Junos CLI (CVE-2016-1271) - Juniper Networks  af854a3a-2'

CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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