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Summary

CVE CVE-2016-1319

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-02-09 03:59:00 UTC

Updated 2016-12-06 03:06:00 UTC

Description Cisco Unified Communications Manager (aka CallManager) 9.1(2.10000.28), 10.5(2.10000.5), 10.5(2.12901.1), and 11.0(1.10000.10); Unified Communications Manager IM & Presence Service 10.5(2); Unified Contact Center Express 11.0(1); and Unity Connection 10.5(2) store a cleartext encryption key, which allows local users to obtain sensitive information via unspecified vectors, aka Bug ID CSCuv85958.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Unified Communications Manager 10.5\(2.10000.5\) All All All

Application Cisco Unified Communications Manager 10.5\(2.12901.1\) All All All

Application Cisco Unified Communications Manager 10.5\\\(2.10000.5\\\) All All All

Application Cisco Unified Communications Manager 10.5\\\(2.12901.1\\\) All All All

Application Cisco Unified Communications Manager 11.0\(1.10000.10\) All All All

Application Cisco Unified Communications Manager 11.0\\\(1.10000.10\\\) All All All

Application Cisco Unified Communications Manager 9.1\(2.10000.28\) All All All

Application Cisco Unified Communications Manager 9.1\\\(2.10000.28\\\) All All All

Application Cisco Unified Communications Manager 10.5\\\(2.10000.5\\\) All All All

Application Cisco Unified Communications Manager 10.5\\\(2.12901.1\\\) All All All

Application Cisco Unified Communications Manager 11.0\\\(1.10000.10\\\) All All All

Application Cisco Unified Communications Manager 9.1\\\(2.10000.28\\\) All All All

Application Cisco Unified Communications Manager Im And Presence Service 10.5\(2\) All All All

Application Cisco Unified Communications Manager Im And Presence Service 10.5\\\(2\\\) All All All

Application Cisco Unified Communications Manager Im And Presence Service 10.5\\\(2\\\) All All All

Application Cisco Unified Contact Center Express 11.0\(1\) All All All

Application Cisco Unified Contact Center Express 11.0\\\(1\\\) All All All
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Application Cisco Unified Contact Center Express 11.0\\\(1\\\) All All All

Application Cisco Unified Contact Center Express 11.0\\\(1\\\) All All All

Application Cisco Unity Connection 10.5\(2\) All All All

Application Cisco Unity Connection 10.5\\\(2\\\) All All All

Application Cisco Unity Connection 10.5\\\(2\\\) All All All

Operating System Samsung X14j Firmware t-ms14jakucb-1102.5 All All All

Operating System Sun Opensolaris snv_124 All sparc All

Operating System Zyxel Gs1900-10hp Firmware All All All All

Operating System Zzinc Keymouse Firmware 3.08 All All All

References

Reference

Cisco Unity Connection Key Management Bug Lets Local Users Obtain Potentially Sensitive Information on the Target System - SecurityTracker

Cisco Unified Contact Center Express Key Management Bug Lets Local Users Obtain Potentially Sensitive Information on the Target System - SecurityTracker

Cisco Unified Products Information Disclosure Vulnerability

Cisco Unified Communications Manager Key Management Bug Lets Local Users Obtain Potentially Sensitive Information on the Target System - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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