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CVE-2016-1400

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cvssaomvamcLranunsueninas  Gertain versions of Telepresence Video Communication Server from
' Cisco contain the following vulnerability:

Cisco TelePresence Video Communications Server (VCS) X8.x before
X8.7.2 allows remote attackers to cause a denial of service (service
disruption) via a crafted URI in a SIP header, aka Bug ID
CSCuy43258.

CVE-2016-1400 has been assigned by ;1 psirt@cisco.com to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE. [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link
Cisco Video Communication Server Session Initiation Protocol () CISCO 20160516 Cisco Video
Packet Processing Denial of Service Vulnerability Communication Server Session Initiation
Protocol Packet Processing Denial of Service
Vulnerability



https://cve.report/
https://cve.report/CVE-2016-1400/mitre
https://cve.report/CVE-2016-1400/nist
https://cve.report/CVE-2016-1400/cve_org
https://cve.report/CVE-2016-1400.pdf
http://cve.report/software/cisco/telepresence_video_communication_server
http://cve.report/vendor/cisco
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160516-vcs

Cisco TelePresence Video Communications Server SIP

Processing Flaw Lets Remote Users Cause Denial of Service
Conditions - Security Tracker

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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Applcduorn UISCO Ielepresernce viaeo UOoItimnuricdor server X0.0.0 Al Al Al
Application Cisco Telepresence Video Communication Server x8.6.0 All All All

Application Cisco Telepresence Video Communication Server x8.6.1 All All All

a_akuk kKoK kLK,

cpe:2.3:h:cisco:telepresence_video_communication_server:-:*:*:*:**:*:*:

e kKoK ok ok kLK,

cpe:2.3:h:cisco:telepresence_video_communication_server:-:*:*:*:**:*:*:

cpe:2.3:a:cisco:telepresence_video_communication_server:x8.1.1: " **:*:

KKk oKk kK,

cpe:2.3:a:cisco:telepresence_video_communication_server:x8.1.2:*:**:**:*:*:

Kk kKK kK,

cpe:2.3:a:cisco:telepresence_video_communication_server:x8.1_base:*:*:**:*:*:*:

Kk ak oKk kK,

cpe:2.3:a:cisco:telepresence_video_communication_server:x8.2.1:*:*:*:**:*:*:

cpe:2.3:a:cisco:telepresence_video_communication_server:x8.2.2:*:*:*:**:*:*:

Kk koK kR Lk,

cpe:2.3:a:cisco:telepresence_video_communication_server:x8.2_base:*:*:**:*:*:*:
cpe:2.3:a:cisco:telepresence_video_communication_server:x8.5:rc4:*:*:*:*:*:*:
cpe:2.3:a:cisco:telepresence_video_communication_server:x8.5.0:*:*:*:*:*:*:*:
cpe:2.3:a:cisco:telepresence_video_communication_server:x8.5.1:*:*:*:*:*:*:*:
cpe:2.3:a:cisco:telepresence_video_communication_server:x8.5.2:%:*:*:*:*:*:*:
cpe:2.3:a:cisco:telepresence_video_communication_server:x8.5.3:%:":*:*:*:*:*:
cpe:2.3:a:cisco:telepresence_video_communication_server:x8.6.0:*:*:*:*:*:*:*:
cpe:2.3:a:cisco:telepresence_video_communication_server:x8.6.1:%:*:*:*:*:*:*:

cpe:2.3:a:cisco:telepresence_video_communication_server:x8.1.1:%:*:* %™

cpe:2.3:a:cisco:telepresence_video_communication_server:x8.1.2:%:*:*:*:*:*:*:

cpe:2.3:a:cisco:telepresence_video_communication_server:x8.2.1:%:*:*:*:*:*:*:

akak kK k Kk,

cpe:2.3:a:cisco:telepresence_video_communication_server:x8.2.2:%:":*:*:*:*:*:

R R

cpe:2.3:a:cisco:telepresence_video_communication_server:x8.2_base:*:*:*:*:*:*:*:

AkLk Lk akukk.

cpe:2.3:a:cisco:telepresence_video_communication_server:x8.5:rc4:*:*:*:*:*:*:

cpe:2.3:a:cisco:telepresence_video_communication_server:x8.5.0:%:*:*:*:*:*:*:
cpe:2.3:a:cisco:telepresence_video_communication_server:x8.5.1:%:*:**:*:*:*:
akakakakakokak,

cpe:2.3:a:cisco:telepresence_video_communication_server:x8.5.2:%:*:**:*:*:*:

cpe:2.3:a:cisco:telepresence_video_communication_server:x8.5.3:*:*:**:*:*:*:


http://cve.report/vendor/cisco
http://cve.report/software/cisco/telepresence_video_communication_server
http://cve.report/vendor/cisco
http://cve.report/software/cisco/telepresence_video_communication_server
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http://cve.report/software/cisco/telepresence_video_communication_server

cpe:2.3:a:cisco:telepresence_video_communication_server:x8.6.0:*:*:**:*:*:*:

cpe:2.3:a:cisco:telepresence_video_communication_server:x8.6.1:*:*:**:*:*:*:

No vendor comments have been submitted for this CVE
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