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CVE CVE-2016-1407
State PUBLISHED
Assigner cisco

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-05-25 01:59:10 UTC
Updated 2026-05-06 22:30:45 UTC
Description Cisco 10S XR through 5.3.2 mishandles Local Packet Transport Services (LPTS) flow-base entries, which allows remote at

/ |

Risk And Classification

Primary CVSS: v3.0 7.5 HIGH from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-20 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 75 HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:N/I:N/A:P
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Operating System Cisco los Xr 4.0.3 All All All
Operating System Cisco los Xr 4.0.4 All All All
Operating System Cisco los Xr 4.0_base All All All
Operating System Cisco los Xr 4.1.0 All All All
Operating System Cisco los Xr 411 All All All
Operating System Cisco los Xr 4.1.2 All All All
Operating System Cisco los Xr 4.1_base All All All
Operating System Cisco los Xr 4.2.0 All All All
Operating System Cisco los Xr 421 All All All
Operating System Cisco los Xr 422 All All All
Operating System Cisco los Xr 423 All All All
Operating System Cisco los Xr 424 All All All
Operating System Cisco los Xr 4.3.0 All All All
Operating System Cisco los Xr 4.3.1 All All All
Operating System Cisco los Xr 4.3.2 All All All
Operating System Cisco los Xr 43.3 All All All
Operating System Cisco los Xr 4.3.4 All All All
Operating System Cisco los Xr 5.0.0 All All All
Operating System Cisco los Xr 5.0.1 All All All
Operating System Cisco los Xr 5.0_base All All All
Operating System Cisco los Xr 5.1.0 All All All
Operating System Cisco los Xr 5.1.1.k9sec All All All
Operating System Cisco los Xr 5.1.2 All All All
Operating System Cisco los Xr 5.1.3 All All All
Operating System Cisco los Xr 5.2.0 All All All
Operating System Cisco los Xr 5.2.1 All All All
Operating System Cisco los Xr 5.2.2 All All All
Operating System Cisco los Xr 5.2.3 All All All
Operating System Cisco los Xr 5.2.4 All All All
Operating System Cisco los Xr 5.2.5 All All All
Operating System Cisco los Xr 5.3.0 All All All
Operating System Cisco los Xr 5.3.1 All All All
Operating System Cisco los Xr 5.3.2 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
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[ CNA Na N/a affected n/a Not specified

References

Reference

Cisco ASR 9000 Series Router LPTS Flow Handling Flaw Lets Remote Users Consume Excessive Resources on the Target System - Securit
Cisco I0S XR Software LPTS Denial of Service Vulnerability

CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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