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Summary

CVE CVE-2016-1444

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-07-07 14:59:00 UTC

Updated 2020-08-27 18:33:00 UTC

Description The Mobile and Remote Access (MRA) component in Cisco TelePresence Video Communication Server (VCS) X8.1 through X8.7 and Expressway X8.1 through X8.6 mishandles certificates, which allows remote attackers to bypass authentication via an arbitrary trusted certificate, aka Bug ID CSCuz64601.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Telepresence Video Communication Server x8.1 All All All

Application Cisco Telepresence Video Communication Server x8.1.1 All All All

Application Cisco Telepresence Video Communication Server x8.1.2 All All All

Application Cisco Telepresence Video Communication Server x8.2 All All All

Application Cisco Telepresence Video Communication Server x8.2.1 All All All

Application Cisco Telepresence Video Communication Server x8.2.2 All All All

Application Cisco Telepresence Video Communication Server x8.5 rc4 All All

Application Cisco Telepresence Video Communication Server x8.5.0 All All All

Application Cisco Telepresence Video Communication Server x8.5.1 All All All

Application Cisco Telepresence Video Communication Server x8.5.2 All All All

Application Cisco Telepresence Video Communication Server x8.5.3 All All All

Application Cisco Telepresence Video Communication Server x8.6.0 All All All

Application Cisco Telepresence Video Communication Server x8.6.1 All All All

Application Cisco Telepresence Video Communication Server x8.7 All All All

Application Cisco Telepresence Video Communication Server x8.1 All All All

Application Cisco Telepresence Video Communication Server x8.1.1 All All All

Application Cisco Telepresence Video Communication Server x8.1.2 All All All
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Application Cisco Telepresence Video Communication Server x8.1.2 All All All

Application Cisco Telepresence Video Communication Server x8.2 All All All

Application Cisco Telepresence Video Communication Server x8.2.1 All All All

Application Cisco Telepresence Video Communication Server x8.2.2 All All All

Application Cisco Telepresence Video Communication Server x8.5 rc4 All All

Application Cisco Telepresence Video Communication Server x8.5.0 All All All

Application Cisco Telepresence Video Communication Server x8.5.1 All All All

Application Cisco Telepresence Video Communication Server x8.5.2 All All All

Application Cisco Telepresence Video Communication Server x8.5.3 All All All

Application Cisco Telepresence Video Communication Server x8.6.0 All All All

Application Cisco Telepresence Video Communication Server x8.6.1 All All All

Application Cisco Telepresence Video Communication Server x8.7 All All All

Application Cisco Telepresence Video Communication Server Software x8.5.1 All All All

Application Cisco Telepresence Video Communication Server Software x8.5.2 All All All

Application Cisco Telepresence Video Communication Server Software x8.5.3 All All All

Application Cisco Telepresence Video Communication Server Software x8.6 All All All

Application Cisco Telepresence Video Communication Server Software x8.5.1 All All All

Application Cisco Telepresence Video Communication Server Software x8.5.2 All All All

Application Cisco Telepresence Video Communication Server Software x8.5.3 All All All

Application Cisco Telepresence Video Communication Server Software x8.6 All All All

References

Reference Source

Cisco Video Communication Server and Expressway CVE-2016-1444 Authentication Bypass Vulnerability BID

Cisco Video Communication Server and Expressway Trusted Certificate Authentication Bypass Vulnerability CISCO

Cisco TelePresence Video Communication Server Lets Remote Users Bypass Authentication on the Target System - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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