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/

CVE-2016-1445

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2016-1445

PUBLIC

psirt@cisco.com

CVE Program / NVD first with legacy fallback
2016-07-12 01:59:00 UTC

2023-08-15 15:14:00 UTC

Cisco Adaptive Security Appliance (ASA) Software 8.2 through 9.4.3.3 allows remote attackers to bypass intended ICMP E
| i

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Cisco Adaptive Security Appliance Software All All All All
Cisco Adaptive Security Appliance Software 8.2 All All All
Cisco Adaptive Security Appliance Software 8.2(1) All All All
Cisco Adaptive Security Appliance Software 8.2(2) All All All
Cisco Adaptive Security Appliance Software 8.2(3) All All All
Cisco Adaptive Security Appliance Software 8.2(3.9) All All All
Cisco Adaptive Security Appliance Software 8.2(4) All All All
Cisco Adaptive Security Appliance Software 8.2(4.1) All All All
Cisco Adaptive Security Appliance Software 8.2(4.4) All All All
Cisco Adaptive Security Appliance Software 8.2(5) All All All
Cisco Adaptive Security Appliance Software 8.2(5.35) All All All
Cisco Adaptive Security Appliance Software 8.2(5.38) All All All
Cisco Adaptive Security Appliance Software 8.2.1 All All All
Cisco Adaptive Security Appliance Software 8.2.1.11 All All All
Cisco Adaptive Security Appliance Software 8.2.2 All All All
Cisco Adaptive Security Appliance Software 8.2.2 interim All All
Cisco Adaptive Security Appliance Software 8.2.3 All All All
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Operating System Cisco Adaptive Security Appliance Software 9.3.2 All All All

Operating System Cisco Adaptive Security Appliance Software 9.3.2.2 All All All
Operating System Sun Opensolaris snv_124 All sparc All
Operating System Zyxel Gs1900-10hp Firmware All All All All
Reference Source Link

Cisco ASA Bug in ICMP Message Processing Lets Remote Users Bypass the Access Control List - SecurityTracker SECTRACK — www.sec

Malformed Request BID WWW.Sec
Cisco Adaptive Security Appliance Access Control List ICMP Echo Request Code Filtering Vulnerability CISCO tools.cis
CVE Program record CVE.ORG WWW.CVE
NVD vulnerability detail NVD nvd.nist.
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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