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Summary

CVE CVE-2016-1454

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-10-06 10:59:00 UTC

Updated 2020-08-25 20:15:00 UTC

Description Cisco NX-OS 4.0 through 7.3 and 11.0 through 11.2 on 1000v, 2000, 3000, 3500, 5000, 5500, 5600, 6000, 7000, 7700, and 9000 devices allows remote attackers to cause a denial of service (device reload) by leveraging a peer relationship to send a crafted BGP UPDATE message, aka Bug IDs CSCuq77105 and CSCux11417.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco 5548p - All All All

Hardware Cisco 5548p - All All All

Hardware Cisco 5548up - All All All

Hardware Cisco 5548up - All All All

Hardware Cisco 5596t - All All All

Hardware Cisco 5596t - All All All

Hardware Cisco 5596up - All All All

Hardware Cisco 5596up - All All All

Hardware Cisco 56128p - All All All

Hardware Cisco 56128p - All All All

Hardware Cisco 5624q - All All All

Hardware Cisco 5624q - All All All

Hardware Cisco 5648q - All All All

Hardware Cisco 5648q - All All All

Hardware Cisco 5672up - All All All

Hardware Cisco 5672up - All All All

Hardware Cisco 5672up-16g - All All All
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Hardware Cisco 5672up-16g - All All All

Hardware Cisco 5672up-16g - All All All

Hardware Cisco 5696q - All All All

Hardware Cisco 5696q - All All All

Hardware Cisco Nexus 1000v For Vmware Vsphere - All All All

Hardware Cisco Nexus 1000v For Vmware Vsphere - All All All

Hardware Cisco Nexus 3016 - All All All

Hardware Cisco Nexus 3016 - All All All

Hardware Cisco Nexus 3048 - All All All

Hardware Cisco Nexus 3048 - All All All

Hardware Cisco Nexus 31108pc-v - All All All

Hardware Cisco Nexus 31108pc-v - All All All

Hardware Cisco Nexus 31108tc-v - All All All

Hardware Cisco Nexus 31108tc-v - All All All

Hardware Cisco Nexus 31128pq - All All All

Hardware Cisco Nexus 31128pq - All All All

Hardware Cisco Nexus 3132q - All All All

Hardware Cisco Nexus 3132q - All All All

Hardware Cisco Nexus 3132q-v - All All All

Hardware Cisco Nexus 3132q-v - All All All

Hardware Cisco Nexus 3164q - All All All

Hardware Cisco Nexus 3164q - All All All

Hardware Cisco Nexus 3172 - All All All

Hardware Cisco Nexus 3172 - All All All

Hardware Cisco Nexus 3232c - All All All

Hardware Cisco Nexus 3232c - All All All

Hardware Cisco Nexus 3264q - All All All

Hardware Cisco Nexus 3264q - All All All

Hardware Cisco Nexus 3524 - All All All

Hardware Cisco Nexus 3524 - All All All

Hardware Cisco Nexus 3548 - All All All

Hardware Cisco Nexus 3548 - All All All

Hardware Cisco Nexus 5010 - All All All

Hardware Cisco Nexus 5010 - All All All

Hardware Cisco Nexus 5020 - All All All

Hardware Cisco Nexus 5020 - All All All

http://cve.report/vendor/cisco
http://cve.report/software/cisco/5672up-16g
http://cve.report/vendor/cisco
http://cve.report/software/cisco/5696q
http://cve.report/vendor/cisco
http://cve.report/software/cisco/5696q
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_1000v_for_vmware_vsphere
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_1000v_for_vmware_vsphere
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3016
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3016
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3048
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3048
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_31108pc-v
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_31108pc-v
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_31108tc-v
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_31108tc-v
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_31128pq
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_31128pq
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3132q
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3132q
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3132q-v
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3132q-v
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3164q
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3164q
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3172
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3172
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3232c
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3232c
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3264q
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3264q
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3524
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3524
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3548
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3548
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_5010
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_5010
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_5020
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_5020


Hardware Cisco Nexus 6001 - All All All

Hardware Cisco Nexus 6001 - All All All

Hardware Cisco Nexus 6004 - All All All

Hardware Cisco Nexus 6004 - All All All

Hardware Cisco Nexus 7000 10-slot - All All All

Hardware Cisco Nexus 7000 10-slot - All All All

Hardware Cisco Nexus 7000 18-slot - All All All

Hardware Cisco Nexus 7000 18-slot - All All All

Hardware Cisco Nexus 7000 4-slot - All All All

Hardware Cisco Nexus 7000 4-slot - All All All

Hardware Cisco Nexus 7000 9-slot - All All All

Hardware Cisco Nexus 7000 9-slot - All All All

Hardware Cisco Nexus 7700 10-slot - All All All

Hardware Cisco Nexus 7700 10-slot - All All All

Hardware Cisco Nexus 7700 18-slot - All All All

Hardware Cisco Nexus 7700 18-slot - All All All

Hardware Cisco Nexus 7700 2-slot - All All All

Hardware Cisco Nexus 7700 2-slot - All All All

Hardware Cisco Nexus 7700 6-slot - All All All

Hardware Cisco Nexus 7700 6-slot - All All All

Hardware Cisco Nexus 92160yc-x - All All All

Hardware Cisco Nexus 92160yc-x - All All All

Hardware Cisco Nexus 92304qc - All All All

Hardware Cisco Nexus 92304qc - All All All

Hardware Cisco Nexus 9236c - All All All

Hardware Cisco Nexus 9236c - All All All

Hardware Cisco Nexus 9272q - All All All

Hardware Cisco Nexus 9272q - All All All

Hardware Cisco Nexus 93108tc-ex - All All All

Hardware Cisco Nexus 93108tc-ex - All All All

Hardware Cisco Nexus 93120tx - All All All

Hardware Cisco Nexus 93120tx - All All All

Hardware Cisco Nexus 93128tx - All All All

Hardware Cisco Nexus 93128tx - All All All

Hardware Cisco Nexus 93180yc-ex - All All All

Hardware Cisco Nexus 93180yc-ex - All All All
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Hardware Cisco Nexus 93180yc-ex - All All All

Hardware Cisco Nexus 9332pq - All All All

Hardware Cisco Nexus 9332pq - All All All

Hardware Cisco Nexus 9336pq Aci Spine - All All All

Hardware Cisco Nexus 9336pq Aci Spine - All All All

Hardware Cisco Nexus 9372px - All All All

Hardware Cisco Nexus 9372px - All All All

Hardware Cisco Nexus 9372tx - All All All

Hardware Cisco Nexus 9372tx - All All All

Hardware Cisco Nexus 9396px - All All All

Hardware Cisco Nexus 9396px - All All All

Hardware Cisco Nexus 9396tx - All All All

Hardware Cisco Nexus 9396tx - All All All

Hardware Cisco Nexus 9504 - All All All

Hardware Cisco Nexus 9504 - All All All

Hardware Cisco Nexus 9508 - All All All

Hardware Cisco Nexus 9508 - All All All

Hardware Cisco Nexus 9516 - All All All

Hardware Cisco Nexus 9516 - All All All

Operating System Cisco Nx-os All All All All

Operating System Cisco Nx-os All All All All
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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