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CVE-2016-1470

PUBLISHED

cisco

CVE Program / NVD first with legacy fallback
2016-09-02 00:59:00 UTC

2026-05-06 22:30:45 UTC

Cross-site request forgery (CSRF) vulnerability in the web-based management interface on Cisco Small Business 220 devit

Risk And Classification

/ | 1|

Primary CVSS: v3.0 8.8 HIGH from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

EPSS: 0.001370000 probability, percentile 0.331840000 (date 2026-05-17)
Problem Types: CWE-352 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 8.8 HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Small Business 220 Series Smart Plus Switches 1.0.0.17 All All All
Application Cisco Small Business 220 Series Smart Plus Switches 1.0.0.18 All All All
Application Cisco Small Business 220 Series Smart Plus Switches 1.0.0.19 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Cisco Small Business 220 Series Smart Plus Switches Cross Site Request Forgery Vulnerability

Cisco Small Business 220 Series Smart Plus Switches Web Interface Cross-Site Request Forgery Vulnerability

Cisco Small Business 220 Series Smart Plus (Sx220) Switches Access Control Flaw Lets Remote Users Conduct Cross-Site Request Forgery
www.synacktiv.com/ressources/advisories_cisco_switch_sg220_csrf.pdf

CVE Program record

NVD vulnerability detail
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http://cve.report/software/cisco/small_business_220_series_smart_plus_switches
http://cve.report/vendor/cisco
http://cve.report/software/cisco/small_business_220_series_smart_plus_switches
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/92709
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160831-sps
http://www.securitytracker.com/id/1036722
http://www.synacktiv.com/ressources/advisories_cisco_switch_sg220_csrf.pdf
https://www.cve.org/CVERecord?id=CVE-2016-1470
https://nvd.nist.gov/vuln/detail/CVE-2016-1470

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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