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Summary

CVE CVE-2016-1570

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-01-22 15:59:05 UTC

Updated 2026-05-06 22:30:45 UTC

Description The PV superpage functionality in arch/x86/mm.c in Xen 3.4.0, 3.4.1, and 4.1.x through 4.6.x allows local PV guests to obtain sensitive information, cause a denial of service, gain privileges, or have unspecified other impact via a crafted page identifier (MFN) to the (1) MMUEXT_MARK_SUPER or (2) MMUEXT_UNMARK_SUPER sub-op in the HYPERVISOR_mmuext_op hypercall or (3) unknown vectors related to page table updates.

Risk And Classification

Primary CVSS: v3.0 8.5 HIGH from nvd@nist.gov

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H

Problem Types: CWE-20 | n/a

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 8.5 HIGH CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 6.9 AV:L/AC:M/Au:N/C:C/I:C/A:C

CVSS v3.0 Breakdown

Attack Vector

Network

Attack Complexity

High

Privileges Required

Low

User Interaction

None

Scope

Changed

Confidentiality

High

Integrity

High

Availability
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CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:L/AC:M/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Xen Xen 3.4.0 All All All

Operating System Xen Xen 3.4.1 All All All

Operating System Xen Xen 4.1.0 All All All

Operating System Xen Xen 4.1.1 All All All

Operating System Xen Xen 4.1.2 All All All

Operating System Xen Xen 4.1.3 All All All

Operating System Xen Xen 4.1.4 All All All

Operating System Xen Xen 4.1.5 All All All

Operating System Xen Xen 4.1.6 All All All

Operating System Xen Xen 4.1.6.1 All All All

Operating System Xen Xen 4.2.0 All All All

Operating System Xen Xen 4.2.1 All All All

Operating System Xen Xen 4.2.2 All All All

Operating System Xen Xen 4.2.3 All All All

Operating System Xen Xen 4.2.4 All All All

Operating System Xen Xen 4.2.5 All All All

Operating System Xen Xen 4.3.0 All All All

High

Access Vector

Local

Access Complexity

Medium

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete
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Operating System Xen Xen 4.3.1 All All All

Operating System Xen Xen 4.3.2 All All All

Operating System Xen Xen 4.3.3 All All All

Operating System Xen Xen 4.3.4 All All All

Operating System Xen Xen 4.4.0 All All All

Operating System Xen Xen 4.4.0 rc1 All All

Operating System Xen Xen 4.4.1 All All All

Operating System Xen Xen 4.4.2 All All All

Operating System Xen Xen 4.4.3 All All All

Operating System Xen Xen 4.5.0 All All All

Operating System Xen Xen 4.5.1 All All All

Operating System Xen Xen 4.5.2 All All All

Operating System Xen Xen 4.6.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

Debian -- Security Information -- DSA-3519-1 xen af854a3a-2127-422b-91ae-364da2661108

Xen PV Superpage Hypercalls Lets Local Users on a Guest System Gain Elevated Privileges on the Host System - SecurityTracker af854a3a-2127-422b-91ae-364da2661108

XSA-167 - Xen Security Advisories af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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