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CVE CVE-2016-1601
State PUBLISHED
Assigner microfocus

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-26 14:59:00 UTC
Updated 2026-05-06 22:30:45 UTC
Description yast2-users before 3.1.47, as used in SUSE Linux Enterprise 12 SP1, does not properly set empty password fields in /etc/s

/ |

Risk And Classification

Primary CVSS: v3.0 9.8 CRITICAL from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-255 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 10 AV:N/AC:L/Au:N/C:C/I:C/A:C
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https://cve.report/
https://cve.report/CVE-2016-1601/mitre
https://cve.report/CVE-2016-1601/nist
https://cve.report/CVE-2016-1601/cve_org
https://cve.report/api/cve/CVE-2016-1601.json
https://cve.report/CVE-2016-1601.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Suse Linux Enterprise Desktop 12 sp1 All All
Operating System Suse Linux Enterprise Server 12 spi All All
Operating System Suse Linux Enterprise Software Development Kit 12 sp1 All All
Operating System Suse Yast2 All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
[security-announce] openSUSE-SU-2016:1226-1: important: Security update af854a3:
[security-announce] SUSE-SU-2016:1138-1: important: Security update for af854a3:

Bug 974220 — VUL-0: CVE-2016-1601: autoyast2: Empty passwords fields in /etc/shadow after SLES 12 SP1 autoyast installation — af854a3:

Request 388020: Submit yast2-users - openSUSE Build Service af854a3:
CVE Program record CVE.OR
NVD vulnerability detail NVD
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http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_software_development_kit
http://cve.report/vendor/suse
http://cve.report/software/suse/yast2
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00007.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00051.html
https://bugzilla.suse.com/show_bug.cgi?id=974220
https://build.opensuse.org/request/show/388020
https://www.cve.org/CVERecord?id=CVE-2016-1601
https://nvd.nist.gov/vuln/detail/CVE-2016-1601

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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