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CVE CVE-2016-1620
State PUBLISHED
Assigner Chrome

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-01-25 11:59:08 UTC
Updated 2026-05-06 22:30:45 UTC
Description Multiple unspecified vulnerabilities in Google Chrome before 48.0.2564.82 allow attackers to cause a denial of service or pc

Risk And Classification

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

Problem Types: NVD-CWE-noinfo | n/a

Score Severity
8.8 HIGH

9.3

Primary CVSS: v3.0 8.8 HIGH from nvd@nist.gov

Vector

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

AV:N/AC:M/Au:N/C:C/I:C/A:C

CVSS v3.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2016-1620/mitre
https://cve.report/CVE-2016-1620/nist
https://cve.report/CVE-2016-1620/cve_org
https://cve.report/api/cve/CVE-2016-1620.json
https://cve.report/CVE-2016-1620.pdf
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CVSS v2.0 Breakdown
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AV:N/AC:M/Au:N/C:C/1:C/A:C
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

549155 - chromium - An open-source project to help move the web forward. - Monorail
551028 - chromium - An open-source project to help move the web forward. - Monorail
552681 - chromium - An open-source project to help move the web forward. - Monorail
561478 - chromium - An open-source project to help move the web forward. - Monorail
570427 - chromium - An open-source project to help move the web forward. - Monorail
551143 - chromium - An open-source project to help move the web forward. - Monorail
537656 - chromium - An open-source project to help move the web forward. - Monorail
Issue 579625 - chromium - Tracking bug for internal fixes: Chrome M48, release 0 - Monoralil

514080 - chromium - An open-source project to help move the web forward. - Monorail

[security-announce] openSUSE-SU-2016:0249-1: important: Security update


http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://code.google.com/p/chromium/issues/detail?id=549155
https://code.google.com/p/chromium/issues/detail?id=551028
https://code.google.com/p/chromium/issues/detail?id=552681
https://code.google.com/p/chromium/issues/detail?id=561478
https://code.google.com/p/chromium/issues/detail?id=570427
https://code.google.com/p/chromium/issues/detail?id=551143
https://code.google.com/p/chromium/issues/detail?id=537656
https://code.google.com/p/chromium/issues/detail?id=579625
https://code.google.com/p/chromium/issues/detail?id=514080
http://lists.opensuse.org/opensuse-security-announce/2016-01/msg00035.html

539563 - chromium - An open-source project to help move the web forward. - Monorail
569170 - chromium - An open-source project to help move the web forward. - Monorail
566231 - chromium - An open-source project to help move the web forward. - Monorail
562984 - chromium - An open-source project to help move the web forward. - Monorail
Google Chrome Prior to 48.0.2564.82 Multiple Security Vulnerabilities

562986 - chromium - An open-source project to help move the web forward. - Monorail
553595 - chromium - An open-source project to help move the web forward. - Monorail
Debian -- Security Information -- DSA-3456-1 chromium-browser

Chrome Releases: Stable Channel Update

565049 - chromium - An open-source project to help move the web forward. - Monorail
472618 - chromium - An open-source project to help move the web forward. - Monorail
[security-announce] openSUSE-SU-2016:0250-1: important: Security update
[security-announce] openSUSE-SU-2016:0271-1: important: Security update

561488 - chromium - An open-source project to help move the web forward. - Monorail
Red Hat Customer Portal

531259 - chromium - An open-source project to help move the web forward. - Monorail
576383 - chromium - An open-source project to help move the web forward. - Monorail
572406 - chromium - An open-source project to help move the web forward. - Monorail
545520 - chromium - An open-source project to help move the web forward. - Monorail
Google Chrome Multiple Bugs Let Remote Users Obtain Information, Bypass Security Restrictions, Spoof URLs, and Execute Arbitrary Code -
565967 - chromium - An open-source project to help move the web forward. - Monorail
554129 - chromium - An open-source project to help move the web forward. - Monorail
Chromium: Multiple vulnerabilities (GLSA 201603-09) — Gentoo security

554172 - chromium - An open-source project to help move the web forward. - Monorail
561497 - chromium - An open-source project to help move the web forward. - Monorail
546814 - chromium - An open-source project to help move the web forward. - Monorail
USN-2877-1: Oxide vulnerabilities | Ubuntu

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


https://code.google.com/p/chromium/issues/detail?id=539563
https://code.google.com/p/chromium/issues/detail?id=569170
https://code.google.com/p/chromium/issues/detail?id=566231
https://code.google.com/p/chromium/issues/detail?id=562984
http://www.securityfocus.com/bid/81430
https://code.google.com/p/chromium/issues/detail?id=562986
https://code.google.com/p/chromium/issues/detail?id=553595
http://www.debian.org/security/2016/dsa-3456
http://googlechromereleases.blogspot.com/2016/01/stable-channel-update_20.html
https://code.google.com/p/chromium/issues/detail?id=565049
https://code.google.com/p/chromium/issues/detail?id=472618
http://lists.opensuse.org/opensuse-security-announce/2016-01/msg00036.html
http://lists.opensuse.org/opensuse-security-announce/2016-01/msg00046.html
https://code.google.com/p/chromium/issues/detail?id=561488
http://rhn.redhat.com/errata/RHSA-2016-0072.html
https://code.google.com/p/chromium/issues/detail?id=531259
https://code.google.com/p/chromium/issues/detail?id=576383
https://code.google.com/p/chromium/issues/detail?id=572406
https://code.google.com/p/chromium/issues/detail?id=545520
http://www.securitytracker.com/id/1034801
https://code.google.com/p/chromium/issues/detail?id=565967
https://code.google.com/p/chromium/issues/detail?id=554129
https://security.gentoo.org/glsa/201603-09
https://code.google.com/p/chromium/issues/detail?id=554172
https://code.google.com/p/chromium/issues/detail?id=561497
https://code.google.com/p/chromium/issues/detail?id=546814
http://www.ubuntu.com/usn/USN-2877-1
https://www.cve.org/CVERecord?id=CVE-2016-1620
https://nvd.nist.gov/vuln/detail/CVE-2016-1620
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