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CVE CVE-2016-1684
State PUBLIC
Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-06-05 23:59:00 UTC
Updated 2023-11-07 02:30:00 UTC
Description numbers.c in libxslt before 1.1.29, as used in Google Chrome before 51.0.2704.63, mishandles the i format token for xsl:nu

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Google Chrome All All All All
Application Xmlsoft Libxslt All All All All
Reference

1340017 — (CVE-2016-1684) CVE-2016-1684 chromium-browser: integer overflow in libxslt
Chromium: Multiple vulnerabilities (GLSA 201607-07) — Gentoo security

About the security content of iCloud for Windows 5.2.1 - Apple Support

About the security content of OS X El Capitan v10.11.6 and Security Update 2016-004 - Apple Support
APPLE-SA-2016-07-18-4 tvOS 9.2.2

APPLE-SA-2016-07-18-2i0S 9.3.3

Chrome Releases: Stable Channel Update

About the security content of iOS 9.3.3 - Apple Support

[SECURITY] Fedora 30 Update: mingw-libxslt-1.1.33-1.fc30 - package-announce - Fedora Mailing-Lists
APPLE-SA-2016-07-18-1 OS X El Capitan v10.11.6 and Security Update 2016-004
APPLE-SA-2016-07-18-6 iTunes 12.4.2

Issue 583171 - chromium - An open-source project to help move the web forward. - Monorail



https://cve.report/
https://cve.report/CVE-2016-1684/mitre
https://cve.report/CVE-2016-1684/nist
https://cve.report/CVE-2016-1684/cve_org
https://cve.report/CVE-2016-1684.pdf
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/xmlsoft
http://cve.report/software/xmlsoft/libxslt
https://bugzilla.redhat.com/show_bug.cgi?id=1340017
https://security.gentoo.org/glsa/201607-07
https://support.apple.com/HT206899
https://support.apple.com/HT206903
http://lists.apple.com/archives/security-announce/2016/Jul/msg00003.html
http://lists.apple.com/archives/security-announce/2016/Jul/msg00001.html
http://googlechromereleases.blogspot.com/2016/05/stable-channel-update_25.html
https://support.apple.com/HT206902
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/SK4YNISS22MJY22YX5I6V2U63QZAUEHA/
http://lists.apple.com/archives/security-announce/2016/Jul/msg00000.html
http://lists.apple.com/archives/security-announce/2016/Jul/msg00005.html
https://crbug.com/583171

APPLE-SA-2016-07-18-3 watchOS 2.2.2

[security-announce] openSUSE-SU-2016:1496-1: important: Security update

About the security content of watchOS 2.2.2 - Apple Support

Google Chrome Multiple Flaws Lets Remote Users Bypass Same-Origin Restrictions, Obtain Potentially Sensitive Information, and Execute Al
[security-announce] openSUSE-SU-2016:1433-1: important: Security update

Google Chrome Prior to 51.0.2704.63 Multiple Security Vulnerabilities

Debian -- Security Information -- DSA-3590-1 chromium-browser

About the security content of tvOS 9.2.2 - Apple Support

Debian -- Security Information -- DSA-3605-1 libxslt

[SECURITY] Fedora 30 Update: mingw-libxslt-1.1.33-1.fc30 - package-announce - Fedora Mailing-Lists
About the security content of iTunes 12.4.2 for Windows - Apple Support

Red Hat Customer Portal

[security-announce] openSUSE-SU-2016:1430-1: important: Security update

Lower and upper bound for format token "i" (91d0540a) - Commits - GNOME / libxslt - GitLab
USN-2992-1: Oxide vulnerabilities | Ubuntu

CVE Program record

NVD vulnerability detail
El | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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