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CVE CVE-2016-1717
State PUBLISHED
Assigner apple

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-02-01 11:59:01 UTC
Updated 2026-05-06 22:30:45 UTC
Description The Disk Images component in Apple iOS before 9.2.1, OS X before 10.11.3, and tvOS before 9.1.1 allows local users to g.

/ |

Risk And Classification

Primary CVSS: v3.0 7.8 HIGH from nvd@nist.gov

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-119 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 7.8 HIGH CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/AH
2.0 nvd@nist.gov Primary 7.2 AV:L/AC:L/Au:N/C:C/I:C/A:C
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https://cve.report/
https://cve.report/CVE-2016-1717/mitre
https://cve.report/CVE-2016-1717/nist
https://cve.report/CVE-2016-1717/cve_org
https://cve.report/api/cve/CVE-2016-1717.json
https://cve.report/CVE-2016-1717.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Apple Iphone Os All All All All
Operating System Apple Mac Os X All All All All
Operating System Apple Tvos All All All All
Operating System Apple Watchos All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

About the security content of iOS 9.2.1 - Apple Support af854a3a-2127-422b-91ae-364de

Apple OS X Multiple Memory Corruption Flaws Lets Local Users Obtain Root Privileges - SecurityTracker — af854a3a-2127-422b-91ae-364dz

About the security content of OS X El Capitan 10.11.3 and Security Update 2016-001 - Apple Support af854a83a-2127-422b-91ae-364de
APPLE-SA-2016-01-25-1 tvOS 9.1.1 af854a3a-2127-422b-91ae-364dz
APPLE-SA-2016-01-19-1 i0S 9.2.1 af854a3a-2127-422b-91ae-364dze
About the security content of tvOS 9.1.1 - Apple Support af854a3a-2127-422b-91ae-364de

About the security content of watchOS 2.2 - Apple Support af854a8a-2127-422b-91ae-364de


http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/tvos
http://cve.report/vendor/apple
http://cve.report/software/apple/watchos
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://support.apple.com/HT205732
http://www.securitytracker.com/id/1034736
https://support.apple.com/HT205731
http://lists.apple.com/archives/security-announce/2016/Jan/msg00005.html
http://lists.apple.com/archives/security-announce/2016/Jan/msg00002.html
https://support.apple.com/HT205729
https://support.apple.com/HT206168

APPLE-SA-2016-03-21-2 watchOS 2.2 af854a3a-2127-422b-91ae-364de

APPLE-SA-2016-01-19-2 OS X El Capitan 10.11.3 and Security Update 2016-001 af854a8a-2127-422b-91ae-364de
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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