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CVE CVE-2016-1734
State PUBLISHED
Assigner apple

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-03-24 01:59:07 UTC
Updated 2026-05-06 22:30:45 UTC
Description AppleUSBNetworking in Apple iOS before 9.3 and OS X before 10.11.4 allows physically proximate attackers to execute ar

/ |

Risk And Classification

Primary CVSS: v3.0 6.8 MEDIUM from nvd@nist.gov

CVSS:3.0/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-119 | CWE-264 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 6.8 MEDIUM CVSS:3.0/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 7.2 AV:L/AC:L/Au:N/C:C/I:C/A:C
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https://cve.report/
https://cve.report/CVE-2016-1734/mitre
https://cve.report/CVE-2016-1734/nist
https://cve.report/CVE-2016-1734/cve_org
https://cve.report/api/cve/CVE-2016-1734.json
https://cve.report/CVE-2016-1734.pdf

CVSS:3.0/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Apple Iphone Os All All All All
Operating System Apple Mac Os X All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

APPLE-SA-2016-03-21-1i0S 9.3

About the security content of OS X El Capitan v10.11.4 and Security Update 2016-002 - Apple Support

APPLE-SA-2016-03-21-5 OS X El Capitan 10.11.4 and Security Update 2016-002

Apple iOS Multiple Flaws Let Remote Users Execute Arbitrary Code and Let Remote and Local Users Obtain Potentially Sensitive Information
About the security content of iOS 9.3 - Apple Support

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have heen siihmitted for this CVF


http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://lists.apple.com/archives/security-announce/2016/Mar/msg00000.html
https://support.apple.com/HT206167
http://lists.apple.com/archives/security-announce/2016/Mar/msg00004.html
http://www.securitytracker.com/id/1035353
https://support.apple.com/HT206166
https://www.cve.org/CVERecord?id=CVE-2016-1734
https://nvd.nist.gov/vuln/detail/CVE-2016-1734

There are currently no legacy QID mappings associated with this CVE.
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