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CVE CVE-2016-1912
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-01-15 20:59:04 UTC
Updated 2026-05-06 22:30:45 UTC
Description Multiple cross-site scripting (XSS) vulnerabilities in Dolibarr ERP/CRM 3.8.3 allow remote authenticated users to inject arbit
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Risk And Classification

Primary CVSS: v3.0 5.4 MEDIUM from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N

Problem Types: CWE-79 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 5.4 MEDIUM CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
2.0 nvd@nist.gov Primary 3.5 AV:N/AC:M/Au:S/C:N/I:P/A:N
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https://cve.report/
https://cve.report/CVE-2016-1912/mitre
https://cve.report/CVE-2016-1912/nist
https://cve.report/CVE-2016-1912/cve_org
https://cve.report/api/cve/CVE-2016-1912.json
https://cve.report/CVE-2016-1912.pdf

CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:.L/A:N
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dolibarr Dolibarr All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

FIX #2857, #4291 & #4341 Escape GETPOST alpha data by default - GPCsolutions/dolibarr@0d31813 - GitHub  af854a3a-2127-422b-91ae
[XSS] Dolibarr version 3.8.3 - Information Security af854a3a-2127-422b-91ae
JavaScript is not available. af854a3a-2127-422b-91ae
XSS vulnerability on latest version - Issue #4341 - Dolibarr/dolibarr - GitHub af854a3a-2127-422b-91ae
Dolibarr 3.8.3 Cross Site Scripting ~ Packet Storm af854a3a-2127-422b-91ae
CVE Program record CVE.ORG

NVD vulnerability detail NVD

a

No vendor comments have been submitted for this CVE.


http://cve.report/vendor/dolibarr
http://cve.report/software/dolibarr/dolibarr
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://github.com/GPCsolutions/dolibarr/commit/0d3181324c816bdf664ca5e1548dfe8eb05c54f8
http://www.information-security.fr/xss-dolibarr-version-3-8-3/
https://twitter.com/MickaelDorigny/status/684456187870457857
https://github.com/Dolibarr/dolibarr/issues/4341
http://packetstormsecurity.com/files/135201/Dolibarr-3.8.3-Cross-Site-Scripting.html
https://www.cve.org/CVERecord?id=CVE-2016-1912
https://nvd.nist.gov/vuln/detail/CVE-2016-1912

There are currently no legacy QID mappings associated with this CVE.
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