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CVE CVE-2016-1914
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-13 14:59:00 UTC
Updated 2017-09-10 01:29:00 UTC
Description Multiple SQL injection vulnerabilities in the com.rim.mdm.ui.server.ImageServlet servlet in BlackBerry Enterprise Server 12
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Blackberry Blackberry Enterprise Service All All All All

References

Reference

Risks in POS Systems: The Importance of a Security Assessment

BSRT-2016-001 Vulnerabilities in BES12 Management Console impacts BES12

BlackBerry Enterprise Service < 12.4 (BES12) Self-Service - Multiple Vulnerabilities - Java webapps Exploit

BlackBerry Enterprise Server Input Validation Bugs Let Remote Users Conduct Cross-Site Scripting and SQL Injection Attacks - SecurityTrack
Full Disclosure: BlackBerry Enterprise Service 12 Self-Service - SQLi and Reflected XSS

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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