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CVE CVE-2016-1942
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-01-31 18:59:00 UTC
Updated 2018-10-30 16:27:00 UTC
Description Mozilla Firefox before 44.0 allows user-assisted remote attackers to spoof a trailing substring in the address bar by leveragi

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox All All All All
Operating System Opensuse Leap 421 All All All
Operating System Opensuse Leap 421 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.2 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.2 All All All
Reference

[security-announce] openSUSE-SU-2016:0306-1: important: Security update

1189082 - (CVE-2016-1942) location bar continues displaying wyciwyg URI and resource URI if user tries to navigate to it manually
USN-2880-2: Firefox regression | Ubuntu

Mozilla Firefox Multiple Address Bar Spoofing Vulnerabilities

Mozilla Products: Multiple vulnerabilities (GLSA 201605-06) — Gentoo security

Addressbar spoofing attacks — Mozilla

[security-announce] openSUSE-SU-2016:0309-1: important: Security update
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Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Spoof the Address Bar, Bypass Security Restrictions, and Deny Ser
USN-2880-1: Firefox vulnerabilities | Ubuntu
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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