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CVE-2016-1943

MITRE NVD CVE.ORG Print: PDF %5

CVE-2016-1943

PUBLIC

security@mozilla.org

CVE Program / NVD first with legacy fallback
2016-01-31 18:59:00 UTC

2018-10-30 16:27:00 UTC

Mozilla Firefox before 44.0 on Android allows remote attackers to spoof the address bar via the scrollTo method.

Risk And Classification

Problem Types: CWE-17

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

References

Vendor Product Version Update Edition Language
Google Android All All All All
Google Android All All All All
Mozilla Firefox 43.0.4 All All All
Mozilla Firefox 43.0.4 All All All
Opensuse Leap 421 All All All
Opensuse Leap 421 All All All
Opensuse Opensuse 13.1 All All All
Opensuse Opensuse 13.2 All All All
Opensuse Opensuse 13.1 All All All
Opensuse Opensuse 13.2 All All All
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[security-announce] openSUSE-SU-2016:0306-1: important: Security update
1228590 - (CVE-2016-1943) Location Bar Spoofing Risk - scrollto leads to that the location bar is hidden
Mozilla Firefox Multiple Address Bar Spoofing Vulnerabilities

Mozilla Products: Multiple vulnerabilities (GLSA 201605-06) — Gentoo security
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[security-announce] openSUSE-SU-2016:0309-1: important: Security update

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Spoof the Address Bar, Bypass Security Restrictions, and Deny Ser
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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