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Summary

CVE CVE-2016-1949

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-02-13 02:59:00 UTC

Updated 2016-12-06 03:07:00 UTC

Description Mozilla Firefox before 44.0.2 does not properly restrict the interaction between Service Workers and plugins, which allows remote attackers to bypass the Same Origin Policy via a crafted web site that triggers spoofed responses to requests that use NPAPI, as demonstrated by a request for a crossdomain.xml file.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

References

Reference Source

openSUSE-SU-2016:0553-1: moderate: Security update for Mozilla Firefox SUSE

1245724 - (CVE-2016-1949) NPAPI-initiated network requests can be intercepted by service workers breaking plugin origin expectations CONFIRM

Mozilla Products: Multiple vulnerabilities (GLSA 201605-06) — Gentoo security GENTOO

openSUSE-SU-2016:0489-1: moderate: Security update for MozillaFirefox SUSE

Same-origin-policy violation using Service Workers with plugins — Mozilla CONFIRM

Mozilla Firefox Plugin Request Processing Lets Remote Users Bypass Security Restrictions on the Target System - SecurityTracker SECTRACK

USN-2893-1: Firefox vulnerability | Ubuntu UBUNTU

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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