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Summary

CVE CVE-2016-1974

State PUBLISHED

Assigner mozilla

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-03-13 18:59:23 UTC

Updated 2026-05-06 22:30:45 UTC

Description The nsScannerString::AppendUnicodeTo function in Mozilla Firefox before 45.0 and Firefox ESR 38.x before 38.7 does not verify that memory allocation succeeds, which allows remote attackers to execute arbitrary code or cause a denial of service (out-of-bounds read) via crafted Unicode data in an HTML, XML, or SVG document.

Risk And Classification

Primary CVSS: v3.0 8.8 HIGH from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

Problem Types: CWE-119 | n/a

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 8.8 HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P

CVSS v3.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

https://cve.report/
https://cve.report/CVE-2016-1974/mitre
https://cve.report/CVE-2016-1974/nist
https://cve.report/CVE-2016-1974/cve_org
https://cve.report/api/cve/CVE-2016-1974.json
https://cve.report/CVE-2016-1974.pdf


CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 38.0 All All All

Application Mozilla Firefox 38.0.1 All All All

Application Mozilla Firefox 38.0.5 All All All

Application Mozilla Firefox 38.1.0 All All All

Application Mozilla Firefox 38.1.1 All All All

Application Mozilla Firefox 38.2.0 All All All

Application Mozilla Firefox 38.2.1 All All All

Application Mozilla Firefox 38.3.0 All All All

Application Mozilla Firefox 38.4.0 All All All

Application Mozilla Firefox 38.5.0 All All All

Application Mozilla Firefox 38.5.1 All All All

Application Mozilla Firefox 38.6.0 All All All

Application Mozilla Firefox 38.6.1 All All All

Application Mozilla Firefox All All All All

Application Mozilla Thunderbird All All All All

Operating System Opensuse Leap 42.1 All All All

Operating System Opensuse Opensuse 13.1 All All All

High

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial
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Operating System Opensuse Opensuse 13.2 All All All

Operating System Oracle Linux 5.0 All All All

Operating System Oracle Linux 6 All All All

Operating System Oracle Linux 7 All All All

Operating System Suse Linux Enterprise 12.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

USN-2917-3: Firefox regressions | Ubuntu

[security-announce] openSUSE-SU-2016:0894-1: important: Security update

[security-announce] SUSE-SU-2016:0909-1: important: Security update for

Out-of-bounds read in HTML parser following a failed allocation — Mozilla

[security-announce] SUSE-SU-2016:0727-1: important: Security update for

Debian -- Security Information -- DSA-3510-1 iceweasel

[security-announce] openSUSE-SU-2016:1767-1: important: Security update

[security-announce] openSUSE-SU-2016:0876-1: important: Security update

Mozilla Products: Multiple vulnerabilities (GLSA 201605-06) — Gentoo security

[security-announce] openSUSE-SU-2016:1778-1: important: Security update

USN-2917-2: Firefox regressions | Ubuntu

[security-announce] SUSE-SU-2016:0820-1: important: Security update for

Debian -- Security Information -- DSA-3520-1 icedove

[security-announce] openSUSE-SU-2016:0733-1: important: Security update

[security-announce] openSUSE-SU-2016:1769-1: important: Security update

[security-announce] SUSE-SU-2016:0777-1: important: Security update for

Oracle Linux Bulletin - January 2016

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Spoof the Address Bar, Overwrite Files, and Deny Service - SecurityTracker

USN-2917-1: Firefox vulnerabilities | Ubuntu

Access Denied

USN-2934-1: Thunderbird vulnerabilities | Ubuntu

[security-announce] openSUSE-SU-2016:0731-1: important: Security update
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http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/oracle
http://cve.report/software/oracle/linux
http://cve.report/vendor/oracle
http://cve.report/software/oracle/linux
http://cve.report/vendor/oracle
http://cve.report/software/oracle/linux
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.ubuntu.com/usn/USN-2917-3
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00091.html
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00093.html
http://www.mozilla.org/security/announce/2016/mfsa2016-34.html
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00027.html
http://www.debian.org/security/2016/dsa-3510
http://lists.opensuse.org/opensuse-security-announce/2016-07/msg00006.html
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00089.html
https://security.gentoo.org/glsa/201605-06
http://lists.opensuse.org/opensuse-security-announce/2016-07/msg00008.html
http://www.ubuntu.com/usn/USN-2917-2
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00068.html
http://www.debian.org/security/2016/dsa-3520
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00031.html
http://lists.opensuse.org/opensuse-security-announce/2016-07/msg00007.html
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00050.html
http://www.oracle.com/technetwork/topics/security/linuxbulletinjan2016-2867209.html
http://www.securitytracker.com/id/1035215
http://www.ubuntu.com/usn/USN-2917-1
https://bugzilla.mozilla.org/show_bug.cgi?id=1228103
http://www.ubuntu.com/usn/USN-2934-1
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00029.html
https://www.cve.org/CVERecord?id=CVE-2016-1974
https://nvd.nist.gov/vuln/detail/CVE-2016-1974


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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