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Summary

CVE CVE-2016-1975

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-03-13 18:59:00 UTC

Updated 2016-12-03 03:23:00 UTC

Description Multiple race conditions in dom/media/systemservices/CamerasChild.cpp in the WebRTC implementation in Mozilla Firefox before 45.0 on Windows might allow remote attackers to cause a denial of service (memory corruption) or possibly have unspecified other impact via unknown vectors.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Application Webrtc Project Webrtc - All All All

Application Webrtc Project Webrtc - All All All

References

Reference

Mozilla Firefox Multiple Security Vulnerabilities

Mozilla Products: Multiple vulnerabilities (GLSA 201605-06) — Gentoo security

Access Denied

WebRTC and LibVPX vulnerabilities found through code inspection — Mozilla

[security-announce] openSUSE-SU-2016:0733-1: important: Security update

mozilla-release: changeset 313129:bafc86c12e63

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Spoof the Address Bar, Overwrite Files, and Deny Service - SecurityTracker

[security-announce] openSUSE-SU-2016:0731-1: important: Security update

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2016-1975/mitre
https://cve.report/CVE-2016-1975/nist
https://cve.report/CVE-2016-1975/cve_org
https://cve.report/CVE-2016-1975.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/webrtc_project
http://cve.report/software/webrtc_project/webrtc
http://cve.report/vendor/webrtc_project
http://cve.report/software/webrtc_project/webrtc
http://www.securityfocus.com/bid/84220
https://security.gentoo.org/glsa/201605-06
https://bugzilla.mozilla.org/show_bug.cgi?id=1230768
http://www.mozilla.org/security/announce/2016/mfsa2016-32.html
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00031.html
http://hg.mozilla.org/releases/mozilla-release/rev/bafc86c12e63
http://www.securitytracker.com/id/1035215
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00029.html
https://www.cve.org/CVERecord?id=CVE-2016-1975
https://nvd.nist.gov/vuln/detail/CVE-2016-1975


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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