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Summary

CVE CVE-2016-1984

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-01-22 11:59:00 UTC

Updated 2016-12-06 03:07:00 UTC

Description The setUpSubtleUserAccount function in /bin/bw on Harman AMX devices before 2016-01-20 has a hardcoded password for the 1MB@tMaN account, which makes it easier for remote attackers to obtain access via a (1) SSH or (2) HTTP session, a different vulnerability than CVE-2015-8362.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Harman Amx Firmware 1.2.322 All All All

Operating System Harman Amx Firmware 1.3.100 All All All

Operating System Harman Amx Firmware 1.2.322 All All All

Operating System Harman Amx Firmware 1.3.100 All All All

References

Reference Source Link

The page you were looking for doesn't exist (404) CONFIRM www.amx.com

SEC Consult: Deliberately hidden backdoor account in several AMX (HARMAN Professional) devices MISC blog.sec-consult.com

Vulnerability Note VU#992624 - Harman AMX multimedia devices contain hard-coded credentials CERT-VN www.kb.cert.org

AMX Multiple Products Credential Management Vulnerabilities | ICS-CERT MISC ics-cert.us-cert.gov

AMX Trade Site : Firmware Files CONFIRM www.amx.com

Full Disclosure: SEC Consult SA-20160121-0 :: Deliberately hidden backdoor account in AMX (Harman Professional) devices FULLDISC seclists.org

Vulnerability Lab - SEC Consult MISC www.sec-consult.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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