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Summary

CVE CVE-2016-20016

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-19 05:15:00 UTC

Updated 2022-10-21 16:52:00 UTC

Description MVPower CCTV DVR models, including TV-7104HE 1.8.4 115215B9 and TV7108HE, contain a web shell that is accessible via a /shell URI. A remote unauthenticated attacker can execute arbitrary operating system commands as root. This vulnerability has also been referred to as the "JAWS webserver RCE" because of the easily identifying HTTP response server field. Other firmware versions, at least from 2014 through 2019, can be affected. This was exploited in the wild in 2017 through 2022.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Mvpower Tv-7104he - All All All

Operating System Mvpower Tv-7104he Firmware 1.8.4_115215b9 All All All

Hardware Mvpower Tv7108he - All All All

Operating System Mvpower Tv7108he Firmware - All All All

References

Reference Source Link

MVPower DVR TV-7104HE 1.8.4 115215B9 - Shell Unauthenticated Command Execution (Metasploit) MISC www.exploit-db.com

IoT_reaper: A Rappid Spreading New IoT Botnet MISC blog.netlab.360.com

Pwning CCTV cameras | Pen Test Partners MISC www.pentestpartners.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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