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The asn1_d2i_read_bio function in crypto/asni/a_d2i_fp.c in the ASN.1 BIO implementation in OpenSSL before 1.0.1t and
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Multiple Vulnerabilities in OpenSSL Affecting Cisco Products: May 2016
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OpenSSL 'crypto/asni/a_d2i_fp.c' Local Denial of Service Vulnerability
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Juniper Networks - 2016-10 Security Bulletin: OpenSSL security updates

May 2016 OpenSSL Vulnerabilities in Multiple NetApp Products | NetApp Product Security
McAfee Security Bulletin: McAfee product updates fix vulnerabilities in OpenSSL that can allow an attacker to decrypt the traffic, corrupt the he
Public KB - SA40202 - [Pulse Secure] May 3rd 2016 OpenSSL Security Advisory
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Debian -- Security Information -- DSA-3566-1 openssl|

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

390226 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2021-
0011)

390284 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2023-
0013)

43588 Huawei Open Secure Sockets Layer (OpenSSL) Multiple Vulnerabilities (huawei-sa-20160706-01-openssl)

591093 ABB Relion 650, Relion 670 Open Secure Sockets Layer (OpenSSL) Multiple Vulnerabilities (ABB-VU-PGGA-1MRG024369)
(ABB-VU-PGGA-1MRG025160)

591280 Siemens SCALANCE X-200RNA Switch Devices Denial of Service (DoS) Multiple Vulnerabilities (ICSA-22-349-21, SSA-
412672)
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