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CVE CVE-2016-2111
State PUBLISHED
Assigner redhat

Published 2016-04-25 00:59:02 UTC

Updated 2026-05-06 22:30:45 UTC

Source Priority CVE Program / NVD first with legacy fallback

Description The NETLOGON service in Samba 3.x and 4.x before 4.2.11, 4.3.x before 4.3.8, and 4.4.x before 4.4.2, when a domain col

4 \ -l
Risk And Classification

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

Problem Types: CWE-254 | n/a

CVSS:3.0/AV:L/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:N

Score Severity
6.3 MEDIUM

4.3

Primary CVSS: v3.0 6.3 MEDIUM from nvd@nist.gov

Vector

CVSS:3.0/AV:L/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:N

AV:A/AC:M/Au:N/C:P/I:P/A:N

CVSS v3.0 Breakdown

\ttack Vector

\ttack Complexity

>rivileges Required

Jser Interaction

3cope

Unchanged

Sonfidentiality

ntegrity

\vailability


https://cve.report/
https://cve.report/CVE-2016-2111/mitre
https://cve.report/CVE-2016-2111/nist
https://cve.report/CVE-2016-2111/cve_org
https://cve.report/api/cve/CVE-2016-2111.json
https://cve.report/CVE-2016-2111.pdf

CVSS:3.0/AV:L/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:N

/

[

CVSS v2.0 Breakdown

\ccess Vector
\ccess Complexity
\uthentication
[
Sonfidentiality

ntegrity

\vailability

AV:A/AC:M/Au:N/C:P/I:P/A:N

/

NVD Known Affected Configurations (CPE 2.3)
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Application Samba Samba 4.1.9 All All All
Application Samba Samba 4.2.0 rcl All All
Application Samba Samba 4.2.0 rc2 All All
Application Samba Samba 4.2.0 rc3 All All
Application Samba Samba 4.2.0 rc4 All All
Application Samba Samba 4.21 All All All
Application Samba Samba 422 All All All
Application Samba Samba 423 All All All
Application Samba Samba 424 All All All
Application Samba Samba 425 All All All
Application Samba Samba 426 All All All
Application Samba Samba 4.2.7 All All All
Application Samba Samba 428 All All All
Application Samba Samba 429 All All All
Application Samba Samba 4.3.0 All All All
Application Samba Samba 4.31 All All All
Application Samba Samba 4.3.2 All All All
Application Samba Samba 4.3.3 All All All
Application Samba Samba 4.3.4 All All All
Application Samba Samba 4.3.5 All All All
Application Samba Samba 4.3.6 All All All
Application Samba Samba 4.4.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Badlock Bug

Red Hat Customer Portal
Red Hat Customer Portal
Red Hat Customer Portal
Red Hat Customer Portal
[security-announce] SUSE-SU-2016:1105-1: important: Security update for

Broadcom Support Portal
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http://cve.report/software/samba/samba
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://badlock.org/
http://rhn.redhat.com/errata/RHSA-2016-0614.html
http://rhn.redhat.com/errata/RHSA-2016-0611.html
http://rhn.redhat.com/errata/RHSA-2016-0620.html
http://rhn.redhat.com/errata/RHSA-2016-0625.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00046.html
https://bto.bluecoat.com/security-advisory/sa122

USN-2950-1: Samba vulnerabilities | Ubuntu

[security-announce] openSUSE-SU-2016:1064-1: important: Security update
Samba - Release Notes Archive

[security-announce] SUSE-SU-2016:1023-1: important: Security update for
[SECURITY] Fedora 23 Update: samba-4.3.8-0.fc23

Red Hat Customer Portal

Red Hat Customer Portal

USN-2950-2: libsoup update | Ubuntu

Samba: Multiple vulnerabilities (GLSA 201612-47) — Gentoo security
USN-2950-5: Samba regression | Ubuntu

[security-announce] openSUSE-SU-2016:1025-1: important: Security update
[security-announce] SUSE-SU-2016:1024-1: important: Security update for
The Slackware Linux Project: Slackware Security Advisories

Red Hat Customer Portal

[security-announce] SUSE-SU-2016:1022-1: important: Security update for
[SECURITY] Fedora 22 Update: samba-4.2.11-0.fc22

Document Display | HPE Support Center

Red Hat Customer Portal

Red Hat Customer Portal

Document Display | HPE Support Center

Document Display | HPE Support Center

Red Hat Customer Portal

Red Hat Customer Portal

[security-announce] openSUSE-SU-2016:1107-1: important: Security update
Samba - Security Announcement Archive

Oracle Linux Bulletin - April 2016

USN-2950-3: Samba regressions | Ubuntu

Samba Multiple Flaws Let Remote Users Hijack Connections, Obtain Potentially Sensitive Information, and Deny Service - Security Tracker
Samba - Latest News

USN-2950-4: Samba regressions | Ubuntu

[security-announce] openSUSE-SU-2016:1106-1: important: Security update
[SECURITY] Fedora 24 Update: samba-4.4.2-1.fc24

[security-announce] SUSE-SU-2016:1028-1: important: Security update for
Debian -- Security Information -- DSA-3548-1 samba

CVE Program record

NVD viilnerahilitv detail


http://www.ubuntu.com/usn/USN-2950-1
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00042.html
https://www.samba.org/samba/history/samba-4.2.10.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00021.html
http://lists.fedoraproject.org/pipermail/package-announce/2016-April/182185.html
http://rhn.redhat.com/errata/RHSA-2016-0619.html
http://rhn.redhat.com/errata/RHSA-2016-0613.html
http://www.ubuntu.com/usn/USN-2950-2
https://security.gentoo.org/glsa/201612-47
http://www.ubuntu.com/usn/USN-2950-5
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00023.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00022.html
http://www.slackware.com/security/viewer.php?l=slackware-security&y=2016&m=slackware-security.458012
http://rhn.redhat.com/errata/RHSA-2016-0623.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00020.html
http://lists.fedoraproject.org/pipermail/package-announce/2016-April/182272.html
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05162399
http://rhn.redhat.com/errata/RHSA-2016-0612.html
http://rhn.redhat.com/errata/RHSA-2016-0618.html
https://h20566.www2.hpe.com/hpsc/doc/public/display?docId=emr_na-c05087821
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05082964
http://rhn.redhat.com/errata/RHSA-2016-0621.html
http://rhn.redhat.com/errata/RHSA-2016-0624.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00048.html
https://www.samba.org/samba/security/CVE-2016-2111.html
http://www.oracle.com/technetwork/topics/security/linuxbulletinapr2016-2952096.html
http://www.ubuntu.com/usn/USN-2950-3
http://www.securitytracker.com/id/1035533
https://www.samba.org/samba/latest_news.html#4.4.2
http://www.ubuntu.com/usn/USN-2950-4
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00047.html
http://lists.fedoraproject.org/pipermail/package-announce/2016-April/182288.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00024.html
http://www.debian.org/security/2016/dsa-3548
https://www.cve.org/CVERecord?id=CVE-2016-2111
https://nvd.nist.gov/vuln/detail/CVE-2016-2111

R R r TR S

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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