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Summary

CVE CVE-2016-2118

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-12 23:59:37 UTC

Updated 2026-05-06 22:30:45 UTC

Description The MS-SAMR and MS-LSAD protocol implementations in Samba 3.x and 4.x before 4.2.11, 4.3.x before 4.3.8, and 4.4.x before 4.4.2 mishandle DCERPC connections, which allows man-in-the-middle attackers to perform protocol-downgrade attacks and impersonate users by modifying the client-server data stream, aka "BADLOCK."

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H

Problem Types: CWE-254 | n/a

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 7.5 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

High

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

https://cve.report/
https://cve.report/CVE-2016-2118/mitre
https://cve.report/CVE-2016-2118/nist
https://cve.report/CVE-2016-2118/cve_org
https://cve.report/api/cve/CVE-2016-2118.json
https://cve.report/CVE-2016-2118.pdf


CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Samba Samba All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Badlock Bug

Red Hat Customer Portal

Red Hat Customer Portal

Samba CVE-2016-2118 Man in the Middle Security Bypass Vulnerability

Red Hat Customer Portal

Public KB - SA40196 - [Pulse Secure] Badlock security advisory (CVE-2016-2118)

Red Hat Customer Portal

StruxureWare Data Center Operation Software Vulnerability Fixes - User Assistance for StruxureWare Data Center Operation 8 - Help Center: Support for EcoStruxure IT, StruxureWare for Data Centers, and NetBotz

Broadcom Support Portal

USN-2950-1: Samba vulnerabilities | Ubuntu

High

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://badlock.org/
http://rhn.redhat.com/errata/RHSA-2016-0614.html
http://rhn.redhat.com/errata/RHSA-2016-0611.html
http://www.securityfocus.com/bid/86002
http://rhn.redhat.com/errata/RHSA-2016-0620.html
https://kb.pulsesecure.net/articles/Pulse_Security_Advisories/SA40196
http://rhn.redhat.com/errata/RHSA-2016-0625.html
https://help.ecostruxureit.com/display/public/UADCO8x/StruxureWare+Data+Center+Operation+Software+Vulnerability+Fixes
https://bto.bluecoat.com/security-advisory/sa122
http://www.ubuntu.com/usn/USN-2950-1


[security-announce] openSUSE-SU-2016:1064-1: important: Security update

Vulnerability Note VU#813296 - Microsoft Windows and Samba may allow spoofing of authenticated users ("Badlock")

Samba - Release Notes Archive

[security-announce] SUSE-SU-2016:1023-1: important: Security update for

[SECURITY] Fedora 23 Update: samba-4.3.8-0.fc23

Red Hat Customer Portal

Red Hat Customer Portal

USN-2950-2: libsoup update | Ubuntu

Samba: Multiple vulnerabilities (GLSA 201612-47) — Gentoo security

USN-2950-5: Samba regression | Ubuntu

[security-announce] openSUSE-SU-2016:1025-1: important: Security update

[security-announce] SUSE-SU-2016:1024-1: important: Security update for

Badlock Security flaw in Samba - CVE-2016-2118 - Red Hat Customer Portal

Document Display | HPE Support Center

The Slackware Linux Project: Slackware Security Advisories

Red Hat Customer Portal

[security-announce] SUSE-SU-2016:1022-1: important: Security update for

[SECURITY] Fedora 22 Update: samba-4.2.11-0.fc22

Document Display | HPE Support Center

Red Hat Customer Portal

Red Hat Customer Portal

Page not found - NetApp Knowledgebase

Red Hat Customer Portal

Red Hat Customer Portal

[security-announce] openSUSE-SU-2016:1107-1: important: Security update

Samba - Security Announcement Archive

Oracle Linux Bulletin - April 2016

USN-2950-3: Samba regressions | Ubuntu

Samba Multiple Flaws Let Remote Users Hijack Connections, Obtain Potentially Sensitive Information, and Deny Service - SecurityTracker

Samba - Latest News

USN-2950-4: Samba regressions | Ubuntu

[security-announce] openSUSE-SU-2016:1106-1: important: Security update

[SECURITY] Fedora 24 Update: samba-4.4.2-1.fc24

[security-announce] SUSE-SU-2016:1028-1: important: Security update for

Debian -- Security Information -- DSA-3548-1 samba

http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00042.html
https://www.kb.cert.org/vuls/id/813296
https://www.samba.org/samba/history/samba-4.2.10.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00021.html
http://lists.fedoraproject.org/pipermail/package-announce/2016-April/182185.html
http://rhn.redhat.com/errata/RHSA-2016-0619.html
http://rhn.redhat.com/errata/RHSA-2016-0613.html
http://www.ubuntu.com/usn/USN-2950-2
https://security.gentoo.org/glsa/201612-47
http://www.ubuntu.com/usn/USN-2950-5
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00023.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00022.html
https://access.redhat.com/security/vulnerabilities/badlock
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05166182
http://www.slackware.com/security/viewer.php?l=slackware-security&y=2016&m=slackware-security.458012
http://rhn.redhat.com/errata/RHSA-2016-0623.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00020.html
http://lists.fedoraproject.org/pipermail/package-announce/2016-April/182272.html
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05162399
http://rhn.redhat.com/errata/RHSA-2016-0612.html
http://rhn.redhat.com/errata/RHSA-2016-0618.html
https://kb.netapp.com/support/s/article/ka51A0000008SXzQAM/smb-vulnerabilities-in-multiple-netapp-products
http://rhn.redhat.com/errata/RHSA-2016-0621.html
http://rhn.redhat.com/errata/RHSA-2016-0624.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00048.html
https://www.samba.org/samba/security/CVE-2016-2118.html
http://www.oracle.com/technetwork/topics/security/linuxbulletinapr2016-2952096.html
http://www.ubuntu.com/usn/USN-2950-3
http://www.securitytracker.com/id/1035533
https://www.samba.org/samba/latest_news.html#4.4.2
http://www.ubuntu.com/usn/USN-2950-4
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00047.html
http://lists.fedoraproject.org/pipermail/package-announce/2016-April/182288.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00024.html
http://www.debian.org/security/2016/dsa-3548


CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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