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CVE-2016-2119

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

csssuvachranursucriay  Gertain versions of Samba from Samba contain the foIIowing
vulnerability:

libcli/smb/smbXcli_base.c in Samba 4.x before 4.2.14, 4.3.x before
4.3.11, and 4.4.x before 4.4.5 allows man-in-the-middle attackers to
bypass a client-signing protection mechanism, and consequently spoof
SMB2 and SMB3 servers, via the (1)
SMB2_SESSION_FLAG_IS GUEST or (2)
SMB2_SESSION_FLAG_IS NULL flag.

CVE-2016-2119 has been assigned by & secalert@redhat.com to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH |

Attack Attack Privileges User
Vector Complexity Required Interaction
HiGH ] [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: [SBEMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
Red Hat Customer Portal & REDHAT RHSA-2016:1486

text/html


https://cve.report/
https://cve.report/CVE-2016-2119/mitre
https://cve.report/CVE-2016-2119/nist
https://cve.report/CVE-2016-2119/cve_org
https://cve.report/CVE-2016-2119.pdf
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2016/http://rhn.redhat.com/errata/RHSA-2016-1486.html

Inactive Link| Not Archived

Samba Lets Remote Users Downgrade SMB (7) SECTRACK 1036244
Signing Security Protections on the Target
System - SecurityTracker

Samba - Security Announcement Archive 5 CONFIRM www.samba.org/samba/security/CVE-2016-

2119.htm
o

text/html

Oracle Linux Bulletin - July 2016 O CONFIRM
www.oracle.com/technetwork/topics/security/linuxbulletinjul2016-

3090544 him

Red Hat Customer Portal & REDHAT RHSA-2016:1494

text/html
Inactive Link| Not Archived

Samba: Multiple vulnerabilities (GLSA F3 GENTOO GLSA-201805-07
201805-07) — Gentoo Security

openSUSE-SU-2016:1830-1: moderate: 9 SUSE openSUSE-SU-2016:1830
Security update for samba

Red Hat Customer Portal & REDHAT RHSA-2016:1487

text/html

Inactive Link| Not Archived

Samba CVE-2016-2119 Man in the Middle @ BID 91700
Security Bypass Vulnerability

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

690339 Free Berkeley Software Distribution (FreeBSD) Security Update for samba (4729¢c849-4897-11e6-b704-000c292e4fd8)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Samba Samba All All All All
Application Samba Samba 4.0.0 All All All
Application Samba Samba 4.0.1 All All All
Application Samba Samba 4.0.10 All All All
Application Samba Samba 4.0.11 All All All
Application Samba Samba 4.0.12 All All All
Application Samba Samba 4.0.13 All All All
Application Samba Samba 4.0.14 All All All
Application Samba Samba 4.0.15 All All All
Application Samba Samba 4.0.16 All All All
Application Samba Samba 4.017 All All All



http://www.securitytracker.com/id/1036244
https://www.samba.org/samba/security/CVE-2016-2119.html
https://web.archive.org/web/2016/http://www.oracle.com/technetwork/topics/security/linuxbulletinjul2016-3090544.html
https://web.archive.org/web/2016/http://rhn.redhat.com/errata/RHSA-2016-1494.html
https://security.gentoo.org/glsa/201805-07
http://lists.opensuse.org/opensuse-updates/2016-07/msg00060.html
https://web.archive.org/web/2016/http://rhn.redhat.com/errata/RHSA-2016-1487.html
http://cve.report/bid/91700
mailto:%20comment@cve.report
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Ak kLR kKR kLK,

cpe:2.3:a:samba:samba:*:*:*:

cpe:2.3:a:samba:samba:4.0.0:

cpe:2.3:a:samba:samba:4.0.1

kKK kKK,

dkak KoKk Rk,

cpe:2.3:a:samba:samba:4.0.10:

akak koK ok Rk,

cpe:2.3:a:samba:samba:4.0.11:

akak koK ok Rk,

cpe:2.3:a:samba:samba:4.0.12:*
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akLkuk ok akakk,

cpe:2.3:a:samba:samba:4.0.23:* %

akLkLk ok k Kk,

cpe:2.3:a:samba:samba:4.0.24 % 7

akLk koK kakk,

cpe:2.3:a:samba:samba:4.0.26:*: %"

cpe:2.3:a:samba:samba:4.0.3:*:

cpe:2.3:a:samba:samba:4.0.4:*:

cpe:2.3:a:samba:samba:4.0.5:*

cpe:2.3:a:samba:samba:4.0.6:*:

cpe:2.3:a:samba:samba:4.0.7:*:

cpe:2.3:a:samba:samba:4.0.8:*:

cpe:2.3:a:samba:samba:4.0.9:*:

cpe:2.3:a:samba:samba:4.1.0:*:

cpe:2.3:a:samba:samba:4.1. 1 e

cpe:2.3:a:samba:samba:4.1.10: ™

cpe:2.3:a:samba:samba:4.1.11:

cpe:2.3:a:samba:samba:4.1.12:*

cpe:2.3:a:samba:samba:4.1.13:

cpe:2.3:a:samba:samba:4.1.14:

cpe:2.3:a:samba:samba:4.1.15:

cpe:2.3:a:samba:samba:4.1.16: "

cpe:2.3:a:samba:samba:4.1.17:*

cpe:2.3:a:samba:samba:4.1.18: % "

cpe:2.3:a:samba:samba:4.1.19: "



cpe:2.3:a:samba:samba:4.1.2:

cpe:2.3:a:samba:samba:4.1.20: %"

cpe:2.3:a:samba:samba:4.1.3:

cpe:2.3:a:samba:samba:4.1.4:*:

cpe:2.3:a:samba:samba:4.1.5:

cpe:2.3:a:samba:samba:4.1.6:*: "

cpe:2.3:a:samba:samba:4.1.7:*

cpe:2.3:a:samba:samba:4.1.8:*:

cpe:2.3:a:samba:samba:4.1.9::

dkk ok kkak.

cpe:2.3:a:samba:samba:4.2.0:rct

dk Lk k Lk kuk.

cpe:2.3:a:samba:samba:4.2.0:rc3:

cpe:2.3:a:samba:samba:4.2.0:rc4:****x:
cpe:2.3:a:samba:samba:4.2.1

ARk kR kR k.

cpe:2.3:a:samba:samba:4.2.10:* %

ARk kR kR k.

cpe:2.3:a:samba:samba:4.2.12:

dkak kR kR k.

cpe:2.3:a:samba:samba:4.2.13:
cpe:2.3:a:samba:samba:4.2.14:
cpe:2.3:a:samba:samba:4.2.2:* e
cpe:2.3:a:samba:samba:4.2.3:* e
cpe:2.3:a:samba:samba:4.2.4:* e
cpe:2.3:a:samba:samba:4.2.5:* e

cpe:2.3:a:samba:samba:4.2.6:

cpe:2.3:a:samba:samba:4.2.7:

rna? Vacamharcamhatd O Q-*Fkkkkk,



L S S S T S T L S e N

cpe:2.3:a:samba:samba:4.3.0::

cpe:2.3:a:samba:samba:4.3.1:*

cpe:2.3:a:samba:samba:4.3.2:*

cpe:2.3:a:samba:samba:4.3.3:*

cpe:2.3:a:samba:samba:4.3.4:

cpe:2.3:a:samba:samba:4.3.5:

cpe:2.3:a:samba:samba:4.3.6:*

cpe:2.3:a:samba:samba:4.3.8:*

cpe:2.3:a:samba:samba:4.3.9:

cpe:2.3:a:samba:samba:4.4.0:*:

dkakukkkuk.

cpe:2.3:a:samba:samba:4.4.0:rct

dkak Lk akkuk.

cpe:2.3:a:samba:samba:4.4.0:rc3:*

cpe:2.3:a:samba:samba:4.4.2:*:**xxk

cpe:2.3:a:samba:samba:4.4.3:*

cpe:2.3:a:samba:samba:4.4.4:*

cpe:2.3:a:samba:samba:4.0.0:

cpe:2.3:a:samba:samba:4.0.1: e

ARk kKRR k.

cpe:2.3:a:samba:samba:4.0.10: ™

dkak koK ok kR,

cpe:2.3:a:samba:samba:4.0.11:

dk kR kR Rk,

cpe:2.3:a:samba:samba:4.0.12:* "

dk kR ok ak Rk,

cpe:2.3:a:samba:samba:4.0.14:***: %

dkak koK kR k.

cpe:2.3:a:samba:samba:4.0.15: % %

dkak kR kR k.

cpe:2.3:a:samba:samba:4.0.16: %"



akkuk ok kakk,

cpe:2.3:a:samba:samba:4.0.22:* %

akLkLk ok kakk,

cpe:2.3:a:samba:samba:4.0.23:* %

cpe:2.3:a:samba:samba:4.0.3:*:

cpe:2.3:a:samba:samba:4.0.4:*:

cpe:2.3:a:samba:samba:4.0.5:*:

cpe:2.3:a:samba:samba:4.0.6:*:

cpe:2.3:a:samba:samba:4.0.7:*:

cpe:2.3:a:samba:samba:4.0.8:*:

cpe:2.3:a:samba:samba:4.0.9:*:

cpe:2.3:a:samba:samba:4.1.0:*

cpe:2.3:a:samba:samba:4.1.1: e

cpe:2.3:a:samba:samba:4.1.10:

cpe:2.3:a:samba:samba:4.1.11:

cpe:2.3:a:samba:samba:4.1.12:*

cpe:2.3:a:samba:samba:4.1.13:

cpe:2.3:a:samba:samba:4.1.14: %

cpe:2.3:a:samba:samba:4.1.15:

cpe:2.3:a:samba:samba:4.1.16: " :*:

cpe:2.3:a:samba:samba:4.1.17: %7

cpe:2.3:a:samba:samba:4.1.18: % "



cpe:2.3:a:samba:samba:4.1.3:

cpe:2.3:a:samba:samba:4.1.4:*:

cpe:2.3:a:samba:samba:4.1.5:*

cpe:2.3:a:samba:samba:4.1.6:*: "

cpe:2.3:a:samba:samba:4.1.7:*:

cpe:2.3:a:samba:samba:4.1.8:*:

cpe:2.3:a:samba:samba:4.1.9:*:

dk Lk k Lk kak.

cpe:2.3:a:samba:samba:4.2.0:rc4:***xx

cpe:2.3:a:samba:samba:4.2. 1 **

dkakak kR kR,

cpe:2.3:a:samba:samba:4.2.10: "

ARk kR Rk k.

cpe:2.3:a:samba:samba:4.2.11:

dkak kR kR k.

cpe:2.3:a:samba:samba:4.2.13:
cpe:2.3:a:samba:samba:4.2.14:
cpe:2.3:a:samba:samba:4.2.2:** e
cpe:2.3:a:samba:samba:4.2.3:* e
cpe:2.3:a:samba:samba:4.2.4:* e
cpe:2.3:a:samba:samba:4.2.5:

cpe:2.3:a:samba:samba:4.2.6:

cpe:2.3:a:samba:samba:4.2.7:



cpe:2.3:a:samba:samba:4.2.8:
cpe:2.3:a:samba:samba:4.3.0:*:

cpe:2.3:a:samba:samba:4.3.1:*

cpe:2.3:a:samba:samba:4.3.2:*
cpe:2.3:a:samba:samba:4.3.3:
cpe:2.3:a:samba:samba:4.3.4:
cpe:2.3:a:samba:samba:4.3.5:
cpe:2.3:a:samba:samba:4.3.6:*:
cpe:2.3:a:samba:samba:4.3.8:*
cpe:2.3:a:samba:samba:4.3.9:*

cpe:2.3:a:samba:samba:4.4.0:

cpe:2.3:a:samba:samba:4.4.2:*:**xxk
cpe:2.3:a:samba:samba:4.4.3:

cpe:2.3:a:samba:samba:4.4.4:*

No vendor comments have been submitted for this CVE
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