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Summary

CVE CVE-2016-2120

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-01 13:29:00 UTC

Updated 2019-10-09 23:17:00 UTC

Description An issue has been found in PowerDNS Authoritative Server versions up to and including 3.4.10, 4.0.1 allowing an authorized user to crash the server by inserting a specially crafted record in a zone under their control then sending a DNS query for that record. The issue is due to an integer overflow when checking if the content of the record matches the expected size, allowing an attacker to cause a read past the buffer boundary.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Powerdns Authoritative All All All All

Application Powerdns Authoritative All All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-3764-1 pdns DEBIAN www.debian.org Third Party Advisory

1413517 – (CVE-2016-2120) CVE-2016-2120 pdns: crafted zone record can cause a denial of service CONFIRM bugzilla.redhat.com Issue Tracking, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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