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Summary

CVE CVE-2016-2140

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-12 14:59:00 UTC

Updated 2023-02-13 04:50:00 UTC

Description The libvirt driver in OpenStack Compute (Nova) before 2015.1.4 (kilo) and 12.0.x before 12.0.3 (liberty), when using raw storage and use_cow_images is set to false, allows remote authenticated users to read arbitrary files via a crafted qcow2 header in an ephemeral or root disk.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Nova All All All All

Application Openstack Nova All All All All

References

Reference Source

Red Hat Customer Portal MISC

OpenStack Compute (Nova) CVE-2016-2140 Security Bypass Vulnerability BID

1313454 – (CVE-2016-2140) CVE-2016-2140 openstack-nova: Host data leak through resize/migration MISC

Red Hat Customer Portal MISC

Red Hat Customer Portal MISC

oss-sec: [OSSA 2016-007] Nova host data leak through resize/migration (CVE-2016-2140) MISC

Red Hat Customer Portal MISC

CVE-2016-2140 - Red Hat Customer Portal MISC

OSSA-2016-007: Nova host data leak through resize/migration — OpenStack Security Advisories 2014.2.0.dev101 documentation CONFIRM

Bug #1548450 “[OSSA 2016-007] Host data leak during resize/migra...” : Bugs : OpenStack Compute (nova) CONFIRM

oss-security - Re: [OSSA 2016-007] Nova host data leak through resize/migration (CVE-2016-2140) MLIST

CVE Program record CVE.ORG

https://cve.report/
https://cve.report/CVE-2016-2140/mitre
https://cve.report/CVE-2016-2140/nist
https://cve.report/CVE-2016-2140/cve_org
https://cve.report/CVE-2016-2140.pdf
http://cve.report/vendor/openstack
http://cve.report/software/openstack/nova
http://cve.report/vendor/openstack
http://cve.report/software/openstack/nova
https://access.redhat.com/errata/RHSA-2016:0365
http://www.securityfocus.com/bid/84277
https://bugzilla.redhat.com/show_bug.cgi?id=1313454
https://access.redhat.com/errata/RHSA-2016:0364
https://access.redhat.com/errata/RHSA-2016:0363
http://seclists.org/oss-sec/2016/q1/563
https://access.redhat.com/errata/RHSA-2016:0366
https://access.redhat.com/security/cve/CVE-2016-2140
https://security.openstack.org/ossa/OSSA-2016-007.html
https://bugs.launchpad.net/nova/+bug/1548450
http://www.openwall.com/lists/oss-security/2016/03/08/6
https://www.cve.org/CVERecord?id=CVE-2016-2140


NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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