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Summary

CVE CVE-2016-2169

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-18 16:29:00 UTC

Updated 2018-05-24 15:08:00 UTC

Description Cloud Foundry Cloud Controller, capi-release versions prior to 1.0.0 and cf-release versions prior to v237, contain a business logic flaw. An application developer may create an application with a route that conflicts with a platform service route and receive traffic intended for the service.

Risk And Classification

Problem Types: CWE-17

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cloudfoundry Capi-release All All All All

Application Cloudfoundry Capi-release All All All All

Application Cloudfoundry Cf-release All All All All

Application Cloudfoundry Cf-release All All All All

Hardware Cloudfoundry Cloud Controller - All All All

Hardware Cloudfoundry Cloud Controller - All All All

References

Reference

CAPI shouldn't allow users to create apps with routes matching CF service subdomains · Issue #568 · cloudfoundry/cloud_controller_ng · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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