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Summary

CVE CVE-2016-2203

State PUBLIC

Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-22 18:59:00 UTC

Updated 2019-06-25 12:22:00 UTC

Description The management console on Symantec Messaging Gateway (SMG) Appliance devices before 10.6.1 allows local users to discover an encrypted AD password by leveraging certain read privileges.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Messaging Gateway 10.6.0 patch3 All All

Application Symantec Messaging Gateway 10.6.0 patch5 All All

Application Symantec Messaging Gateway 10.6.0 patch7 All All

Application Symantec Messaging Gateway 10.6.0 patch3 All All

Application Symantec Messaging Gateway 10.6.0 patch5 All All

Application Symantec Messaging Gateway 10.6.0 patch7 All All

References

Reference

Symantec Messaging Gateway CVE-2016-2203 Local Password Disclosure Vulnerability

Symantec Brightmail 10.6.0-7 LDAP Credential Grabber ≈ Packet Storm

Symantec Brightmail 10.6.0-7 - LDAP Credentials Disclosure (Metasploit) - Java webapps Exploit

Symantec Messaging Gateway Flaws Let Local Users Obtain and Decrypt Passwords and Execute Arbitrary Shell Commands on the Target System - SecurityTracker

Security Advisories Relating to Symantec Products - Symantec Messaging Gateway Multiple Security Issues - 2016-04-18T04:00:00 PDT | Symantec
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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