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CVE CVE-2016-2232
State PUBLISHED
Assigner mitre

/

Published 2016-02-22 15:59:01 UTC

Updated 2026-05-06 22:30:45 UTC

Source Priority CVE Program / NVD first with legacy fallback

Description Asterisk Open Source 1.8.x, 11.x before 11.21.1, 12.x, and 13.x before 13.7.1 and Certified Asterisk 1.8.28, 11.6 before 11.

Risk And Classification

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H

Problem Types: NVD-CWE-Other | n/a

Score Severity
6.5 MEDIUM

4

Primary CVSS: v3.0 6.5 MEDIUM from nvd@nist.gov

Vector

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

AV:N/AC:L/Au:S/C:N/I:N/A:P

CVSS v3.0 Breakdown

\ttack Vector

\ttack Complexity

Low
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\vailability


https://cve.report/
https://cve.report/CVE-2016-2232/mitre
https://cve.report/CVE-2016-2232/nist
https://cve.report/CVE-2016-2232/cve_org
https://cve.report/api/cve/CVE-2016-2232.json
https://cve.report/CVE-2016-2232.pdf

CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H
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CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low
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AV:N/AC:L/Au:S/C:N/I:N/A:P
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NVD Known Affected Configurations (CPE 2.3)
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AppIGAUUI Uiyt UEIUIEU ASLET ISR 1.0 cert Al Al
Application Digium Certified Asterisk 11.6 cert10 All All
Application Digium Certified Asterisk 11.6 cert11 All All
Application Digium Certified Asterisk 11.6 certl_rc2 All All
Application Digium Certified Asterisk 11.6 cert2 All All
Application Digium Certified Asterisk 11.6 cert2 All All
Application Digium Certified Asterisk 11.6 cert3 All All
Application Digium Certified Asterisk 11.6 cert3 All All
Application Digium Certified Asterisk 11.6 cert4 All All
Application Digium Certified Asterisk 11.6 cert5 All All
Application Digium Certified Asterisk 11.6 certé All All
Application Digium Certified Asterisk 11.6 cert7 All All
Application Digium Certified Asterisk 11.6 cert8 All All
Application Digium Certified Asterisk 11.6 cert9 All All
Application Digium Certified Asterisk 11.6.0 All All All
Application Digium Certified Asterisk 11.6.0 - All All
Application Digium Certified Asterisk 11.6.0 rci All All
Application Digium Certified Asterisk 11.6.0 rc2 All All
Application Digium Certified Asterisk 13.1 All All All
Application Digium Certified Asterisk 13.1 cert1 All All
Application Digium Certified Asterisk 13.1 cert2 All All
Application Digium Certified Asterisk 13.1.0 All All All
Application Digium Certified Asterisk 13.1.0 rcl All All
Application Digium Certified Asterisk 13.1.0 rc2 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Sou
Debian -- Security Information -- DSA-3700-1 asterisk af85
AST-2016-003 af85

Asterisk UDPTL FAX Packet Redundancy Bug Lets Remote Authenticated Users Cause the Target Service to Crash - SecurityTracker — af85
CVE Program record CVE

NVD vulnerability detail NVL

/ |



http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.debian.org/security/2016/dsa-3700
http://downloads.asterisk.org/pub/security/AST-2016-003.html
http://www.securitytracker.com/id/1034931
https://www.cve.org/CVERecord?id=CVE-2016-2232
https://nvd.nist.gov/vuln/detail/CVE-2016-2232

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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