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Summary

CVE CVE-2016-2244

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-03-04 15:59:00 UTC

Updated 2016-12-03 03:24:00 UTC

Description HP LaserJet printers and MFPs and OfficeJet Enterprise printers with firmware before 3.7.01 allow remote attackers to obtain sensitive information via unspecified vectors.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp A2w75a - All All All

Hardware Hp A2w75a - All All All

Hardware Hp A2w76a - All All All

Hardware Hp A2w76a - All All All

Hardware Hp A2w77a - All All All

Hardware Hp A2w77a - All All All

Hardware Hp A2w78a - All All All

Hardware Hp A2w78a - All All All

Hardware Hp A2w79a - All All All

Hardware Hp A2w79a - All All All

Hardware Hp B3g85a - All All All

Hardware Hp B3g85a - All All All

Hardware Hp B5l04a - All All All

Hardware Hp B5l04a - All All All

Hardware Hp B5l05a - All All All

Hardware Hp B5l05a - All All All

Hardware Hp B5l07a - All All All
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Hardware Hp B5l07a - All All All

Hardware Hp B5l07a - All All All

Hardware Hp C2s11a - All All All

Hardware Hp C2s11a - All All All

Hardware Hp C2s12a - All All All

Hardware Hp C2s12a - All All All

Hardware Hp Ca251a - All All All

Hardware Hp Ca251a - All All All

Hardware Hp Cc522a - All All All

Hardware Hp Cc522a - All All All

Hardware Hp Cc523a - All All All

Hardware Hp Cc523a - All All All

Hardware Hp Cc524a - All All All

Hardware Hp Cc524a - All All All

Hardware Hp Cd644a - All All All

Hardware Hp Cd644a - All All All

Hardware Hp Cd645a - All All All

Hardware Hp Cd645a - All All All

Hardware Hp Cd646a - All All All

Hardware Hp Cd646a - All All All

Hardware Hp Ce989a - All All All

Hardware Hp Ce989a - All All All

Hardware Hp Ce990a - All All All

Hardware Hp Ce990a - All All All

Hardware Hp Ce991a - All All All

Hardware Hp Ce991a - All All All

Hardware Hp Ce992a - All All All

Hardware Hp Ce992a - All All All

Hardware Hp Ce993a - All All All

Hardware Hp Ce993a - All All All

Hardware Hp Ce994a - All All All

Hardware Hp Ce994a - All All All

Hardware Hp Ce995a - All All All

Hardware Hp Ce995a - All All All

Hardware Hp Ce996a - All All All

Hardware Hp Ce996a - All All All
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Hardware Hp Cf066a - All All All

Hardware Hp Cf066a - All All All

Hardware Hp Cf067a - All All All

Hardware Hp Cf067a - All All All

Hardware Hp Cf068a - All All All

Hardware Hp Cf068a - All All All

Hardware Hp Cf069a - All All All

Hardware Hp Cf069a - All All All

Hardware Hp Cf081a - All All All

Hardware Hp Cf081a - All All All

Hardware Hp Cf082a - All All All

Hardware Hp Cf082a - All All All

Hardware Hp Cf083a - All All All

Hardware Hp Cf083a - All All All

Hardware Hp Cf116a - All All All

Hardware Hp Cf116a - All All All

Hardware Hp Cf117a - All All All

Hardware Hp Cf117a - All All All

Hardware Hp Cf118a - All All All

Hardware Hp Cf118a - All All All

Hardware Hp Cf235a - All All All

Hardware Hp Cf235a - All All All

Hardware Hp Cf236a - All All All

Hardware Hp Cf236a - All All All

Hardware Hp Cf238a - All All All

Hardware Hp Cf238a - All All All

Hardware Hp Cf367a - All All All

Hardware Hp Cf367a - All All All

Hardware Hp Cz244a - All All All

Hardware Hp Cz244a - All All All

Hardware Hp Cz245a - All All All

Hardware Hp Cz245a - All All All

Hardware Hp Cz249a - All All All

Hardware Hp Cz249a - All All All

Hardware Hp Cz250a - All All All

Hardware Hp Cz250a - All All All
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Hardware Hp Cz250a - All All All

Hardware Hp Cz255a - All All All

Hardware Hp Cz255a - All All All

Hardware Hp Cz256a - All All All

Hardware Hp Cz256a - All All All

Hardware Hp Cz257a - All All All

Hardware Hp Cz257a - All All All

Hardware Hp Cz258a - All All All

Hardware Hp Cz258a - All All All

Hardware Hp D3l08a - All All All

Hardware Hp D3l08a - All All All

Hardware Hp D3l09a - All All All

Hardware Hp D3l09a - All All All

Hardware Hp D3l10a - All All All

Hardware Hp D3l10a - All All All

Hardware Hp D7p70a - All All All

Hardware Hp D7p70a - All All All

Hardware Hp D7p71a - All All All

Hardware Hp D7p71a - All All All

Operating System Hp Futuresmart Firmware All All All All

Hardware Hp J7x28a - All All All

Hardware Hp J7x28a - All All All

References

Reference Source

HP Support document - HP Support Center HP

HP LaserJet and OfficeJet Printers Let Remote Users Obtain Potentially Sensitive Information on the Target System - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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