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Cross-site request forgery (CSRF) vulnerability on Moxa MiiNePort_E1_4641 devices with firmware 1.1.10 Build 09120714,
| i

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)
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Hardware
Operating System

Operating System

Hardware

Vendor Product Version Update Edition Language
Moxa Miineport E1 4641 - All All All
Moxa Miineport E1 4641 - All All All
Moxa Miineport E1 4641 Firmware 1.1.10 All All All
Moxa Miineport E1 4641 Firmware 1.1.10 All All All
Moxa Miineport E1 7080 - All All All
Moxa Miineport E1 7080 - All All All
Moxa Miineport E1 7080 Firmware 1.1.10 All All All
Moxa Miineport E1 7080 Firmware 1.1.10 All All All
Moxa Miineport E2 1242 - All All All
Moxa Miineport E2 1242 - All All All
Moxa Miineport E2 1242 Firmware 1.1 All All All
Moxa Miineport E2 1242 Firmware 1.1 All All All
Moxa Miineport E2 4561 - All All All
Moxa Miineport E2 4561 - All All All
Moxa Miineport E2 4561 Firmware 1.1 All All All
Moxa Miineport E2 4561 Firmware 1.1 All All All

Moxa Miineport E3 - All All All
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Hardware Moxa Miineport E3 - All All All

Operating System Moxa Miineport E3 Firmware 1.0 All All All

Operating System Moxa Miineport E3 Firmware 1.0 All All All

Reference Source Link Tags

Moxa MiiNePort Vulnerabilities | ICS-CERT MISC ics-cert.us-cert.gov  Third Party Advisory, US Government Resourc

Full Disclosure: Moxa MiiNePort - Multiple Vulnerabilities FULLDISC  seclists.org

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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