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CVE CVE-2016-2288
State PUBLIC
Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-03-29 15:59:00 UTC
Updated 2017-09-08 01:29:00 UTC
Description Cogent DataHub before 7.3.10 allows local users to gain privileges by leveraging the user or guest role to modify a file.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cogentdatahub Cogent Datahub All All All All
Reference Source Link Tags

Cogent Datahub 7.3.9 Gamma Script - Local Privilege Escalation - Windows local Exploit EXPLOIT-DB  www.exploit-db.com

Cogent DataHub Elevation of Privilege Vulnerability | ICS-CERT MISC ics-cert.us-cert.gov  Third Party
CVE Program record CVE.ORG WWW.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
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AR R A R AR A,

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590876 Cogent DataHub Elevation of Privilege Vulnerability Vulnerability (ICSA-16-084-01)
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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