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Summary

CVE CVE-2016-2345

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-03-17 23:59:00 UTC

Updated 2018-10-09 19:59:00 UTC

Description Stack-based buffer overflow in dwrcs.exe in the dwmrcs daemon in SolarWinds DameWare Mini Remote Control 12.0 allows remote attackers to execute arbitrary code via a crafted string.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dameware Mini Remote Control 12.0 All All All

Application Dameware Mini Remote Control 12.0 All All All

References

Reference Source

SecurityFocus BUGTRAQ

Solarwinds Dameware Mini Remote Code Execution ≈ Packet Storm MISC

Vulnerability Note VU#897144 - Solarwinds Dameware Remote Mini Controller Windows service is vulnerable to stack buffer overflow CERT-VN

CVE-2016-2345 – Securifera MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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