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CVE CVE-2016-2390
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-19 21:59:07 UTC
Updated 2026-05-06 22:30:45 UTC
Description The FwdState::connectedToPeer method in FwdState.cc in Squid before 3.5.14 and 4.0.x before 4.0.6 does not properly he

Risk And Classification

Primary CVSS: v3.0 5.9 MEDIUM from nvd@nist.gov

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-20 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 5.9 MEDIUM CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H
2.0 nvd@nist.gov Primary 4.3 AV:N/AC:M/Au:N/C:N/I:N/A:P

CVSS v3.0 Breakdown
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Squid-cache Squid 4.04 All
Application Squid-cache Squid 4.0.5 All
Application Squid-cache Squid All All

Vendor Declared Affected Products

Edition Language
All All
All All
All All

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

[squid-announce] Squid 4.0.6 beta is available

Squid SSL Handshake Error Processing Flaw Lets Remote Users Deny Service - SecurityTracker
www.squid-cache.org/Advisories/SQUID-2016_1.txt

[security-announce] SUSE-SU-2016:1996-1: important: Security update for

[squid-announce] Squid 3.5.14 is available

[security-announce] SUSE-SU-2016:2089-1: important: Security update for

Bug 4437 — Squid Segfault on Certain Handshake Errors
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http://cve.report/vendor/squid-cache
http://cve.report/software/squid-cache/squid
http://cve.report/vendor/squid-cache
http://cve.report/software/squid-cache/squid
http://cve.report/vendor/squid-cache
http://cve.report/software/squid-cache/squid
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://lists.squid-cache.org/pipermail/squid-announce/2016-February/000038.html
http://www.securitytracker.com/id/1035045
http://www.squid-cache.org/Advisories/SQUID-2016_1.txt
http://lists.opensuse.org/opensuse-security-announce/2016-08/msg00010.html
http://lists.squid-cache.org/pipermail/squid-announce/2016-February/000037.html
http://lists.opensuse.org/opensuse-security-announce/2016-08/msg00040.html
http://bugs.squid-cache.org/show_bug.cgi?id=4437
https://www.cve.org/CVERecord?id=CVE-2016-2390
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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