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CVE-2016-2396

PUBLIC

zdi-disclosures@trendmicro.com

CVE Program / NVD first with legacy fallback

2016-02-17 15:59:00 UTC

2023-11-07 02:31:00 UTC

The GMS ViewPoint (GMSVP) web application in Dell SonicWALL GMS, Analyzer, and UMA EM5000 7.2, 8.0, and 8.1 befi

Risk And Classification

1|

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Hardware
Hardware
Operating System

Operating System

Operating System

Vendor

Sonicwall

Sonicwall

Sonicwall

Sonicwall

Sonicwall

Sonicwall

Sonicwall

Sonicwall

Sonicwall

Sonicwall

Sonicwall

Sonicwall

Sonicwall

Sonicwall

Sonicwall

Sonicwall

Sonicwall

Product

Analyzer

Analyzer

Analyzer

Analyzer

Analyzer

Analyzer

Global Management System
Global Management System
Global Management System
Global Management System
Global Management System
Global Management System
Uma Em5000

Uma Em5000

Uma Em5000 Firmware
Uma Em5000 Firmware

Uma Em5000 Firmware

Version

7.2

8.0

8.1

7.2

8.0

8.1

7.2

8.0

8.1

7.2

8.0

8.1

7.2

8.0

8.1

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2016-2396/mitre
https://cve.report/CVE-2016-2396/nist
https://cve.report/CVE-2016-2396/cve_org
https://cve.report/CVE-2016-2396.pdf
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/analyzer
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/analyzer
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/analyzer
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/analyzer
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/analyzer
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/analyzer
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/global_management_system
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/global_management_system
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/global_management_system
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/global_management_system
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/global_management_system
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/global_management_system
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/uma_em5000
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/uma_em5000
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/uma_em5000_firmware
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/uma_em5000_firmware
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/uma_em5000_firmware

Operating System Sonicwall Uma Em5000 Firmware 7.2 All All All

Operating System Sonicwall Uma Em5000 Firmware 8.0 All All All
Operating System Sonicwall Uma Em5000 Firmware 8.1 All All All
Reference Sour

Zero Day Initiative

support.software.dell.com/product-notification/185943 CON
Dell SonicWALL GMS Virtual Appliance Bugs Let Remote and Remote Authenticated Users Execute Arbitrary Code - Security Tracker

CVE Program record CVE.

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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