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CVE CVE-2016-2511
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-07 21:59:03 UTC
Updated 2026-05-06 22:30:45 UTC
Description Cross-site scripting (XSS) vulnerability in WebSVN 2.3.3 and earlier allows remote attackers to inject arbitrary web script or

Risk And Classification

Problem Types: CWE-79 | n/a

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

Score Severity
6.1 MEDIUM

4.3

Primary CVSS: v3.0 6.1 MEDIUM from nvd@nist.gov

Vector

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/l:L/A:N

AV:N/AC:M/Au:N/C:N/I:P/A:N
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https://cve.report/
https://cve.report/CVE-2016-2511/mitre
https://cve.report/CVE-2016-2511/nist
https://cve.report/CVE-2016-2511/cve_org
https://cve.report/api/cve/CVE-2016-2511.json
https://cve.report/CVE-2016-2511.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Vendor Declared Affected Products

Type Vendor Product Version Update
Operating System Debian Debian Linux 7.0 All
Operating System Debian Debian Linux 8.0 All
Application Websvn Websvn All All

Edition Language
All All
All All
All All

Source Vendor Product

CNA Na N/a

Version

affected n/a

Platforms

Not specified

References

Reference

Full Disclosure: Vulnerability in WebSVN 2.3.3
WebSVN 2.3.3 Cross Site Scripting = Packet Storm
Debian -- Security Information -- DSA-3490-1 websvn
[SECURITY] Fedora 23 Update: websvn-2.3.3-12.fc23
CVE Program record

NVD vulnerability detail

/

Source

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

CVE.ORG

NVD

Link Tags
seclists.org Exploit
packetstormsecurity.com  Exploit
www.debian.org
lists.fedoraproject.org

Wwww.cve.org canonical

nvd.nist.gov canonical, ¢

No vendor comments have heen siihmitted for this CVF


http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/websvn
http://cve.report/software/websvn/websvn
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://seclists.org/fulldisclosure/2016/Feb/99
http://packetstormsecurity.com/files/135886/WebSVN-2.3.3-Cross-Site-Scripting.html
http://www.debian.org/security/2016/dsa-3490
http://lists.fedoraproject.org/pipermail/package-announce/2016-March/179168.html
https://www.cve.org/CVERecord?id=CVE-2016-2511
https://nvd.nist.gov/vuln/detail/CVE-2016-2511

There are currently no legacy QID mappings associated with this CVE.
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