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cussaomvnnerrraursucunan Gertain versions of Django from Djangoprojeot contain the foIIowing
: vulnerability:

The password hasher in contrib/auth/hashers.py in Django before
1.8.10 and 1.9.x before 1.9.3 allows remote attackers to enumerate
users via a timing attack involving login requests.

AV

CVE-2016-2513 has been assigned by [f] cve@mitre.org to track the vulnerability - currently rated as [IEE1TA severity.

CVSS3 Score: f3ii=Low

Attack Attack Privileges User
Vector Complexity Required Interaction
[ HiGH ] [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: f2i6-LOW

Access Access Authentication
Vector Complexity

HiGH [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link

Oracle Solaris Bulletin - O CONFIRM www.oracle.com/technetwork/topics/security/bulletinapr2016-

April 2016 2952098.html

Fixed CVE-2016-2513 -- () CONFIRM

Fixed user enumeration github.com/django/django/commit/67b46ba7016da2d259c1ecc7d666d11f5e1cfaab
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(@ DEBIAN DSA-3544

® UBUNTU USN-2915-2

& REDHAT RHSA-2016:0502

& REDHAT RHSA-2016:0505

[ CONFIRM www.djangoproject.com/weblog/2016/mar/01/security-releases/

(T BID 83878

& REDHAT RHSA-2016:0506

® UBUNTU USN-2915-1

() SECTRACK 1035152

® UBUNTU USN-2915-3

& REDHAT RHSA-2016:0504

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Djangoproject Django 1.8.9 All All All
Application Djangoproject Django 1.9 All All All
Application Djangoproject Django 1.91 All All All


http://www.debian.org/security/2016/dsa-3544
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Application Djangoproject Django 1.9.2 All All All

Application Djangoproject Django 1.8.9 All All All
Application Djangoproject Django 1.9 All All All
Application Djangoproject Django 1.9.1 All All All
Application Djangoproject Django 1.9.2 All All All

cpe:2.3:a:djangoproject:django:1.8.9:*: " "
cpe:2.3:a:djangoproject:django:1.9:*:* "%

cpe:2.3:a:djangoproject:django:1.9.1: "
cpe:2.3:a:djangoproject:django:1.9.2:*: "
cpe:2.3:a:djangoproject:django:1.8.9:*: " "
cpe:2.3:a:djangoproject:django:1.9:*:* " *:

cpe:2.3:a:djangoproject:django:1.9.1 %

cpe:2.3:a:djangoproject:django:1.9.2:*: "

No vendor comments have been submitted for this CVE
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