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CVE CVE-2016-2538
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-06-16 18:59:06 UTC
Updated 2026-05-06 22:30:45 UTC
Description Multiple integer overflows in the USB Net device emulator (hw/usb/dev-network.c) in QEMU before 2.5.1 allow local guest (

Risk And Classification

Primary CVSS: v3.0 7.1 HIGH from nvd@nist.gov

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:H

Problem Types: CWE-189 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 74 HIGH CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:H
2.0 nvd@nist.gov Primary 3.6 AV:L/AC:L/Au:N/C:P/I:N/A:P
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qemu Qemu All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

USN-2974-1: QEMU vulnerabilities | Ubuntu af854a3a-2127-422b-
oss-security - CVE request Qemu: usb: integer overflow in remote NDIS control message handling af854a3a-2127-422b-

1303120 — (CVE-2016-2538) CVE-2016-2538 Qemu: usb: integer overflow in remote NDIS control message handling af854a3a-2127-422b-

[@Qemu-stable] [ANNOUNCE] QEMU 2.5.1 Stable released af854a3a-2127-422b-
[SECURITY] [DLA 1599-1] gemu security update af854a3a-2127-422b-
[Qemu-devel] [PATCH 2/2] usb: check RNDIS buffer offsets & length af854a3a-2127-422b-
git.gemu.org Git - gemu.git/commit af854a3a-2127-422b-
QEMU 'usb/dev-network.c' Integer Overflow Vulnerability af854a3a-2127-422b-
QEMU: Multiple vulnerabilities (GLSA 201604-01) — Gentoo Security af854a3a-2127-422b-

git.gemu.org Git - gemu.git/commit MITRE


http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.ubuntu.com/usn/USN-2974-1
http://www.openwall.com/lists/oss-security/2016/02/22/3
https://bugzilla.redhat.com/show_bug.cgi?id=1303120
http://lists.nongnu.org/archive/html/qemu-stable/2016-03/msg00064.html
https://lists.debian.org/debian-lts-announce/2018/11/msg00038.html
https://lists.gnu.org/archive/html/qemu-devel/2016-02/msg03658.html
http://git.qemu.org/?p=qemu.git%253Ba=commit%253Bh=fe3c546c5ff2a6210f9a4d8561cc64051ca8603e
http://www.securityfocus.com/bid/83336
https://security.gentoo.org/glsa/201604-01
http://git.qemu.org/?p=qemu.git;a=commit;h=fe3c546c5ff2a6210f9a4d8561cc64051ca8603e
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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