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CVE CVE-2016-2554
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-05-16 10:59:26 UTC
Updated 2026-05-06 22:30:45 UTC
Description Stack-based buffer overflow in ext/phar/tar.c in PHP before 5.5.32, 5.6.x before 5.6.18, and 7.x before 7.0.3 allows remote :

Risk And Classification

Primary CVSS: v3.0 9.8 CRITICAL from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-119 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 10 AV:N/AC:L/Au:N/C:C/I:C/A:C
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NVD Known Affected Configurations (CPE 2.3)
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Application Php Php 5.6.17 All All All
Application Php Php 5.6.2 All All All
Application Php Php 5.6.3 All All All
Application Php Php 5.6.4 All All All
Application Php Php 5.6.5 All All All
Application Php Php 5.6.6 All All All
Application Php Php 5.6.7 All All All
Application Php Php 5.6.8 All All All
Application Php Php 5.6.9 All All All
Application Php Php 7.0.0 All All All
Application Php Php 7.0.1 All All All
Application Php Php 7.0.2 All All All
Application Php Php All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source Link

[security-announce] openSUSE-SU-2016:1173-1: important: Security update  af854a3a-2127-422b-91ae-364da2661108 lists.opensuse.or

Document Display | HPE Support Center af854a8a-2127-422b-91ae-364da2661108 h20566.www2.hy
USN-2952-2: PHP regression | Ubuntu af854a3a-2127-422b-91ae-364da2661108 www.ubuntu.corr
USN-2952-1: PHP vulnerabilities | Ubuntu af854a8a-2127-422b-91ae-364da2661108 www.ubuntu.comr

PHP :: Sec Bug #71488 :: Stack overflow when decompressing tar archives  af854a3a-2127-422b-91ae-364da2661108 bugs.php.net
[security-announce] SUSE-SU-2016:1145-1: important: Security update for af854a3a-2127-422b-91ae-364da2661108  lists.opensuse.or
PHP: PHP 7 ChangelLog af854a83a-2127-422b-91ae-364da2661108 php.net

[security-announce] SUSE-SU-2016:1166-1: important: Security update for af854a3a-2127-422b-91ae-364da2661108  lists.opensuse.or

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108 rhn.redhat.com
PHP: PHP 5 ChangelLog af854a3a-2127-422b-91ae-364da2661108 php.net

CVE Program record CVE.ORG WWW.Cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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