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Summary

CVE CVE-2016-2555

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-13 14:59:00 UTC

Updated 2017-09-08 01:29:00 UTC

Description SQL injection vulnerability in include/lib/mysql_connect.inc.php in ATutor 2.2.1 allows remote attackers to execute arbitrary SQL commands via the searchFriends function to friends.inc.php.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Atutor Atutor 2.2.1 All All All

Application Atutor Atutor 2.2.1 All All All

References

Reference Source Link

Nero Amazon Src 27054402 Antinfortunistiche schwarz Scarpe S1 402 Safety Uomo Santos 43 Neri Sir Top Metal wqCgxf1 MISC sourceincite.com

Update mysql_connect.inc.php · atutor/ATutor@945a9dc · GitHub CONFIRM github.com

CVE-2016-2555 ATutor 2.2.1 SQL Injection / Remote Code Execution | Rapid7 MISC www.rapid7.com

ATutor 2.2.1 - SQL Injection / Remote Code Execution (Metasploit) - PHP remote Exploit EXPLOIT-DB www.exploit-db.com

Merge pull request #106 from net-ninja/patch-1 · atutor/ATutor@629b2c9 · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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