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CVE CVE-2016-2563
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-07 23:59:00 UTC
Updated 2016-12-03 03:25:00 UTC
Description Stack-based buffer overflow in the SCP command-line utility in PUuTTY before 0.67 and KiTTY 0.66.6.3 and earlier allows re

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application 9bis Kitty Al Al Al Al
Application Simon Tatham Putty All All All All

References

1]

Reference Source Lir
Full Disclosure: CVE-2016-2563 - PuTTY/PSCP <=0.66 buffer overflow - vuln-pscp-sink-sscanf FULLDISC  se
pub/pocs/cve-2016-2563 at master - tintinweb/pub - GitHub MISC git
PuTTY CVE-2016-2563 Multiple Buffer Overflow Vulnerabilities BID wy
openSUSE-SU-2016:1453-1: moderate: Security update for putty SUSE list

PuTTY Buffer Overflow in SCP Sink Protocol Lets Remote Authenticated Users Execute Arbitrary Code - SecurityTracker SECTRACK  wv

PuTTY vulnerability vuln-pscp-sink-sscanf CONFIRM wv
PuTTY: Multiple vulnerabilities (GLSA 201606-01) — Gentoo security GENTOO se
CVE Program record CVE.ORG wy
NVD vulnerability detail NVD nvi

Wﬂ

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2016-2563/mitre
https://cve.report/CVE-2016-2563/nist
https://cve.report/CVE-2016-2563/cve_org
https://cve.report/CVE-2016-2563.pdf
http://cve.report/vendor/9bis
http://cve.report/software/9bis/kitty
http://cve.report/vendor/simon_tatham
http://cve.report/software/simon_tatham/putty
http://seclists.org/fulldisclosure/2016/Mar/22
https://github.com/tintinweb/pub/tree/master/pocs/cve-2016-2563
http://www.securityfocus.com/bid/84296
http://lists.opensuse.org/opensuse-updates/2016-05/msg00131.html
http://www.securitytracker.com/id/1035257
http://www.chiark.greenend.org.uk/~sgtatham/putty/wishlist/vuln-pscp-sink-sscanf.html
https://security.gentoo.org/glsa/201606-01
https://www.cve.org/CVERecord?id=CVE-2016-2563
https://nvd.nist.gov/vuln/detail/CVE-2016-2563

There are currently no legacy QID mappings associated with this CVE.
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