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Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 46.0 allow remote attackers to cause a de

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox All All All All
Mozilla Firefox Esr 38.0 All All All
Mozilla Firefox Esr 38.0.1 All All All
Mozilla Firefox Esr 38.0.5 All All All
Mozilla Firefox Esr 38.1.0 All All All
Mozilla Firefox Esr 38.1.1 All All All
Mozilla Firefox Esr 38.2.0 All All All
Mozilla Firefox Esr 38.2.1 All All All
Mozilla Firefox Esr 38.3.0 All All All
Mozilla Firefox Esr 38.4.0 All All All
Mozilla Firefox Esr 38.5.0 All All All
Mozilla Firefox Esr 38.5.1 All All All
Mozilla Firefox Esr 38.5.2 All All All
Mozilla Firefox Esr 38.6.0 All All All
Mozilla Firefox Esr 38.6.1 All All All
Mozilla Firefox Esr 38.7.0 All All All
Mozilla Firefox Esr 38.7.1 All All All
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Application Mozilla Firefox Esr 38.0 All All All
Application Mozilla Firefox Esr 38.0.1 All All All
Application Mozilla Firefox Esr 38.0.5 All All All
Application Mozilla Firefox Esr 38.1.0 All All All
Application Mozilla Firefox Esr 38.1.1 All All All
Application Mozilla Firefox Esr 38.2.0 All All All
Application Mozilla Firefox Esr 38.2.1 All All All
Application Mozilla Firefox Esr 38.3.0 All All All
Application Mozilla Firefox Esr 38.4.0 All All All
Application Mozilla Firefox Esr 38.5.0 All All All
Application Mozilla Firefox Esr 38.5.1 All All All
Application Mozilla Firefox Esr 38.5.2 All All All
Application Mozilla Firefox Esr 38.6.0 All All All
Application Mozilla Firefox Esr 38.6.1 All All All
Application Mozilla Firefox Esr 38.7.0 All All All
Application Mozilla Firefox Esr 38.7.1 All All All
Reference

1141382 - Crash [@ marklfUnmarked] or Assertion failure: entry.isJs(), at vm/SPSProfiler.cpp:371

Mozilla Firefox, Thunderbird: Multiple vulnerabilities (GLSA 201701-15) — Gentoo security

[security-announce] openSUSE-SU-2016:1211-1: important: Security update

1249183 - malloc can GC?

openSUSE-SU-2016:1251-1: moderate: Security update to Firefox 46.0

USN-2936-2: Oxygen-GTK3 update | Ubuntu

1240880 - Assertion failure: consumer->isConsistentFloat32Use(use.use()), at js/src/jit/lonAnalysis.cpp:1791
USN-2936-1: Firefox vulnerabilities | Ubuntu

1255298 - ServiceWorkerRegistration.showNotification violates cross-compartment access invariants

USN-2936-3: Firefox regression | Ubuntu

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Gain Elevated Privileges, Bypass Security Restrictions, and Obtain |
1155328 - OffThreadScriptReceiverCallback releases objects off the main thread when NS_DispatchToMainThread() fails
1229855 - Crash [@ js::wasm::ToMIRType] or Crash on Heap

Miscellaneous memory safety hazards (rv:46.0 / rv:45.1 / rv:38.8) — Mozilla
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710500 Gentoo Linux Mozilla Firefox, Thunderbird Multiple Vulnerabilities (GLSA 201701-15)
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