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Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 46.0, Firefox ESR 38.x before 38.8, and F
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Application Mozilla Firefox Esr 38.7.1 All All All
Application Mozilla Firefox Esr 38.0 All All All
Application Mozilla Firefox Esr 38.0.1 All All All
Application Mozilla Firefox Esr 38.0.5 All All All
Application Mozilla Firefox Esr 38.1.0 All All All
Application Mozilla Firefox Esr 38.1.1 All All All
Application Mozilla Firefox Esr 38.2.0 All All All
Application Mozilla Firefox Esr 38.2.1 All All All
Application Mozilla Firefox Esr 38.3.0 All All All
Application Mozilla Firefox Esr 38.4.0 All All All
Application Mozilla Firefox Esr 38.5.0 All All All
Application Mozilla Firefox Esr 38.5.1 All All All
Application Mozilla Firefox Esr 38.6.0 All All All
Application Mozilla Firefox Esr 38.6.1 All All All
Application Mozilla Firefox Esr 38.7.0 All All All
Application Mozilla Firefox Esr 38.7.1 All All All
Operating System Opensuse Leap 421 All All All
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Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.2 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.2 All All All
Operating System Suse Linux Enterprise 12.0 All All All
Operating System Suse Linux Enterprise 12.0 All All All
Reference

Red Hat Customer Portal

Red Hat Customer Portal

1252707 - Crash [@ IsInsideNursery] with OOM and use-after-free

Mozilla Firefox, Thunderbird: Multiple vulnerabilities (GLSA 201701-15) — Gentoo security
[security-announce] openSUSE-SU-2016:1211-1: important: Security update
openSUSE-SU-2016:1251-1: moderate: Security update to Firefox 46.0

USN-2936-2: Oxygen-GTK3 update | Ubuntu

USN-2973-1: Thunderbird vulnerabilities | Ubuntu
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https://bugzilla.mozilla.org/show_bug.cgi?id=1252707
https://security.gentoo.org/glsa/201701-15
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00005.html
http://lists.opensuse.org/opensuse-updates/2016-05/msg00038.html
http://www.ubuntu.com/usn/USN-2936-2
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Debian -- Security Information -- DSA-35/6-1 icedove

Oracle Linux Bulletin - April 2016

USN-2936-1: Firefox vulnerabilities | Ubuntu

1254876 - Intermittent 1113005.html | application crashed [@ webrtc::AudioDeviceWindowsCore::DoCaptureThread()]
[security-announce] SUSE-SU-2016:1258-1: important: Security update for

USN-2936-3: Firefox regression | Ubuntu

[security-announce] SUSE-SU-2016:1374-1: important: Security update for

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Gain Elevated Privileges, Bypass Security Restrictions, and Obtain |
Debian -- Security Information -- DSA-3559-1 iceweasel

1254622 - Crash [@ js::PreliminaryObjectArray::registerNewObject] with use-after-free

[security-announce] openSUSE-SU-2016:1769-1: important: Security update

[security-announce] openSUSE-SU-2016:1778-1: important: Security update

1254164 - Assertion failure: !IsUninitializedLexical(obj.aliasedVar(sc)), at js/src/vm/Interpreter-inl.h:245

Miscellaneous memory safety hazards (rv:46.0 / rv:45.1 / rv:38.8) — Mozilla

[security-announce] openSUSE-SU-2016:1767-1: important: Security update

1187420 - MSan use-of-uninitialized-value jdhuff.c:668 in decode_mcu_fast

[security-announce] SUSE-SU-2016:1352-1: important: Security update for
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710500 Gentoo Linux Mozilla Firefox, Thunderbird Multiple Vulnerabilities (GLSA 201701-15)
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