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CVE CVE-2016-2833
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-06-13 10:59:00 UTC
Updated 2018-10-30 16:27:00 UTC
Description Mozilla Firefox before 47.0 ignores Content Security Policy (CSP) directives for cross-domain Java applets, which makes it
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Risk And Classification

Problem Types: CWE-79 | CWE-254

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 15.10 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 15.10 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Application Mozilla Firefox All All All All
Operating System Opensuse Leap 421 All All All
Operating System Opensuse Leap 421 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.2 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.2 All All All
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Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Bypass Security Restrictions, and Obtain Potentially Sensitive Inforn
908933 - (CVE-2016-2833) CSP does not block cross-domain applets with object-src 'self'

Java applets bypass CSP protections — Mozilla

[security-announce] openSUSE-SU-2016:1557-1: important: Security update

USN-29983-1: Firefox vulnerabilities | Ubuntu

[security-announce] openSUSE-SU-2016:1552-1: important: Security update

CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690285 Free Berkeley Software Distribution (FreeBSD) Security Update for mozilla (8065d37b-8e7¢-4707-a608-1b0a2b8509¢3)
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